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IS THE CIA’S REFUSAL TO COOPERATE WITH 
CONGRESSIONAL INQUIRIES A THREAT TO 
EFFECTIVE OVERSIGHT OF THE OPER- 
ATIONS OF THE FEDERAL GOVERNMENT? 


WEDNESDAY, JULY 18, 2001 

House of Representatives, Subcommittee on Gov- 
ernment Efficiency, Financial Management and 
Intergovernmental Relations, joint with the 
Subcommittee on National Security, Veterans Af- 
fairs and International Relations, Committee on 
Government Reform, 

Washington, DC. 

The subcommittees met, pursuant to notice, at 10 a.m., in room 
2154, Rayburn House Office Building, Hon. Stephen Horn and Hon. 
Christopher Shays (chairmen of the subcommittees) presiding. 

Present for the Subcommittee on Government Efficiency, Finan- 
cial Management and Intergovernmental Relations: Representa- 
tives Horn and Schakowsky. 

Present for the Subcommittee on National Security, Veterans Af- 
fairs and International Relations: Representatives Gilman, Shays, 
Otter, Kucinich, Tierney, and Clay. 

Staff present for the Subcommittee on Government Efficiency, Fi- 
nancial Management and Intergovernmental Relations: J. Russell 
George, staff director and chief counsel; Henry Wray, senior coun- 
sel; Bonnie Heald, director of communications; Darin Chidsey, pro- 
fessional staff member; Scott Fagan, assistant to the committee; 
Fred Ephraim, Davidson Hulfish, Fariha Khaliz, and Christopher 
Armato, interns. 

Staff present for the Subcommittee on National Security, Veter- 
ans Affairs and International Relations: R. Nicholas Palarino, sen- 
ior policy analyst; and Jason Chung, clerk. 

Staff present for the minority: Michelle Ash and David Rapallo, 
counsels; David McMillen, professional staff member; and Jean 
Gosa and Earley Green, assistant clerks. 

Mr. Horn. This subcommittee hearing will come to order. 

James Madison once wrote, “A popular government without pop- 
ular information or the means of acquiring it is but a prologue to 
a farce or a tragedy or perhaps both.” President Madison was cor- 
rect in his belief that the Government’s ability to gather and pro- 
vide reliable information to its people is vital to the health and 
well-being of our Nation. 

Today’s hearing should not be necessary. However, it is taking 
place because the Central Intelligence Agency has refused to corn- 
el) 
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ply with the oversight efforts of the Committee on Government Re- 
form and its several subcommittees. In so doing, the agency is as- 
saulting Congress’ constitutional responsibility to oversee executive 
branch activities. The CIA apparently believes that it is above that 
basic principle in our Constitution. We don’t agree. 

This hearing stems from a recent and contemptuous act by the 
Central Intelligence Agency during the Subcommittee on Govern- 
ment Efficiency, Financial Management and Intergovernmental Re- 
lations’ examination of security plans and policies to protect the 
Government’s classified computer systems. As part of that over- 
sight effort, the subcommittee requested the General Accounting 
Office to conduct a survey of computer security policies at all exec- 
utive branch departments and agencies that maintain classified 
systems. 

Every Federal agency except the Central Intelligence Agency re- 
sponded to the survey. Those responding included the National Se- 
curity Agency and the National Reconnaissance Office. 

Initially, the CIA expressed concern about providing sensitive in- 
formation in a public forum. In an attempt to accommodate that 
concern, the subcommittee agreed to allow the agency to present 
that information in a classified executive session. The CIA agreed 
and provided the subcommittee with the name of an individual who 
would be able to testify at the classified session. Then, only days 
before the session was to take place, the CIA informed the sub- 
committee that it would not participate regardless of the closed na- 
ture of the meeting. 

In addition, members of the Central Intelligence Agency’s Legis- 
lative Affairs Office called representatives of the National Security 
Agency and other witnesses who had agreed to participate, suggest- 
ing that they were under no obligation to testify before this sub- 
committee. 

The CIA points to a recent change in the House rules as the 
basis for not cooperating with congressional inquiries other than 
those received from the Permanent Select Committee on Intel- 
ligence. The rule adopted by the 107th Congress provides that the 
Permanent Select Committee on Intelligence shall review and 
study on a continuing basis the laws, programs and activities of the 
intelligence community. In addition, the rule provides that the Per- 
manent Select Committee on Intelligence shall review and study, 
on an exclusive basis, the sources and methods of entities involved 
in intelligence gathering, including the CIA, its Director, and the 
national foreign intelligence program. 

The rule is clear in stating that congressional oversight of the 
CIA’s, “sources and methods,” falls exclusively to the House Perma- 
nent Select Committee on Intelligence. However, the rule also pro- 
vides that congressional oversight in the areas other than, “sources 
and methods,” is not to be limited to the Intelligence Committee. 

The Subcommittee on Government Efficiency, Financial Manage- 
ment and Intergovernmental Relations, which I chair, is charged 
with overseeing the efficiency and financial management of Federal 
agencies. It is also charged with the responsibility of overseeing 
governmentwide computer security efforts. We’re not interested in 
pursuing issues that involve the CIA’s sources or methods of oper- 



3 


ation. We do not want to jeopardize the security of this Nation or 
the safety of its intelligence agents and operatives. 

To the contrary, our examination of computer security issues is 
part of the subcommittee’s attempt to ensure that this and other 
information is being adequately protected. Surely, the CIA should 
not be exempted from such a governmentwide effort. 

Today, we want to examine how the agency’s lack of cooperation 
affects Congress’ ability to oversee the activities of the executive 
branch departments and agencies. In addition, we want to examine 
whether the Central Intelligence Agency is thwarting the Govern- 
ment’s separation of powers between legislative and executive 
branches by its attempted interpretation of a rule of the House of 
Representatives. Finally, we want to examine the Central Intel- 
ligence Agency’s arrogant attempt here to undermine congressional 
oversight activities involving other agencies within the intelligence 
community. 

[The prepared statement of Hon. Stephen Horn follows:] 
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Opening Statement 
Chairman Stephen Horn 

Subcommittee on Government Efficiency, Financial Management 
and Intergovernmental Relations 
July 18, 2001 

A quorum being present, this joint subcommittee hearing will come to order. 

James Madison once wrote, “A popular Government without popular information or the 
means of acquiring it, is but a Prologue to a Farce or a Tragedy or perhaps both.” President 
Madison was correct in his belief that the Government's ability to gather and provide reliable 
information to its people is vital to the health and well-being of our nation. 

Today’s hearing should not be necessary. However, it is taking place because the Central 
Intelligence Agency has refused to comply with the oversight efforts of the Committee on 
Government Reform and its subcommittees. In so doing, the agency is assaulting Congress's 
constitutional responsibility to oversee executive branch activities. The CIA believes it is above 
that basic principle in our Constitution. We do not agree. 

This hearing stems from a recent and contemptuous act by the Central Intelligence 
Agency during the Subcommittee on Government Efficiency's examination of security plans and 
policies to protect the government's classified computer systems. As part of that oversight effort, 
the subcommittee requested the General Accounting Office to conduct a survey of computer 
security policies at all executive branch departments and agencies that maintain classified 
systems. 

Every federal agency except the Central Intelligence Agency responded to the survey. 
Those responding included the National Security Agency and the National Reconnaissance 
Office. Initially, the CIA expressed concern about providing sensitive information in a public 
forum. In an attempt to accommodate that concern, the subcommittee agreed to allow the agency 
to present that information in a classified executive session. The CIA agreed, and provided the 
subcommittee with the name of an individual who would testify at the classified session. Then, 
only days before the session was to take place, the CIA informed the subcommittee that it would 
no: participate, regardless of the closed nature of the meeting. 
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In addition, members of the Central Intelligence Agency’s legislative affairs office called 
representatives of the National Security Agency and other witnesses who had agreed to 
participate, suggesting that they were under no obligation to testify before this subcommittee. 

The CIA points to a recent change in House Rules as the basis for not cooperating 
with congressional inquiries other than those received from the Permanent Select Committee on 
Intelligence. The rule adopted by the 107 th Congress provides that the Permanent Select 
Committee on Intelligence shall review and study on a continuing basis the laws, programs, and 
activities of the intelligence community. In addition the rule provides that the Permanent Select 
Committee on Intelligence shall review and study on an exclusive basis the sources and methods 
of entities involved in intelligence gathering, including the CIA, its director, and the National 
Foreign Intelligence Program. 

The rule is clear in stating that congressional oversight of the CIA's 
"sources and methods" falls exclusively to the House Permanent Select Committee on 
Intelligence. However, the rule also provides that congressional oversight in areas other 
than "sources and methods" is not to be limited to the Intelligence Committee, 

The Subcommittee on Government Efficiency, which I chair, is charged with 
overseeing the efficiency and financial management of federal agencies. It is also charged 
with the responsibility of overseeing govemmentwide computer security efforts. 

We are not interested in pursuing issues that involve the CIA's sources or methods of 
operation. We do not want to jeopardize the security of this nation or the safety of its 
intelligence agents. 

To the contrary, our examination of computer security issues is part of the 
subcommittee's attempt to ensure that this and other information is being adequately 
protected. Surely, the CIA should not be exempted from such a govemmentwide effort. 

Today, we want to examine how the agency’s lack of cooperation affects Congress's 
ability to oversee the activities of executive branch departments and agencies. In addition, we 
want to examine whether the Central Intelligence Agency is thw'arting the Government’s 
separation of powers between the legislative and executive branches by its attempted 
interpretation of a rule of the House of Representatives. Finally, we want to examine the Central 
Intelligence Agency's arrogant attempt to undermine congressional oversight activities involving 
other agencies within the intelligence community. 



6 


Mr. Horn. We now will swear in the witnesses, and we have Mr. 
Shays and we have Mr. Gilman — Mr. Gilman for an opening state- 
ment. 

Mr. Gilman. Thank you, Chairman Horn. I appreciate the oppor- 
tunity to appear today, and I want to thank the committee for con- 
ducting this important review. I’m disappointed for the need to 
hold these kinds of hearings. The CIA and other elements of our 
Government’s intelligence community hold a very important place 
in our overall defense planning needs and security needs. By their 
very nature elements of the intelligence community occupy places 
of unusual trust on behalf of our entire Nation. They have a special 
responsibility both to properly safeguard the information that they 
handle and to provide sufficient and appropriate information for 
oversight to the Congress. 

While I acknowledge that this is a difficult balancing act, it is 
important that we protect the freedom and the openness of our Na- 
tion, symbolically and literally the leader of the Free World. That 
kind of responsibility requires accountability, largely achieved 
through the checks and balances of our three distinct and some- 
times competing branches of government. 

We look forward to hearing the testimony of our witnesses who 
are here today. As needed, I want to work for an effective system 
of oversight that both fully supports the principle of free and open 
society and yet simultaneously fully protects the elements of infor- 
mation from disclosure that would damage our Nation’s safety and 
security. 

And I want particularly to welcome the former chairman of our 
International Relations Committee, Congressman Lee Hamilton, 
now Director of the Woodrow Wilson Center, and James Woolsey, 
the former Director of the CIA, as well as our other distinguished 
witnesses who are here today. 

Thank you, Mr. Chairman. 

Mr. Horn. Well, we thank you. 

And now I’ll turn to our cochairman for this hearing, Mr. Shays, 
the gentleman from Connecticut, who is the chairman of the Sub- 
committee on National Security, Veterans Affairs and International 
Relations of the Government Reform Committee. 

Mr. Shays. Thank you, Chairman Horn. 

Like you, the members of the National Security, Veterans Affairs 
and International Relations Subcommittee would much rather con- 
duct a hearing about constructive oversight findings than about ob- 
structions to our oversight process. But when faced with persistent, 
institutionalized agency resistance to legitimate inquiries, we’re 
compelled to reassert our authority, under the Rules of the House, 
to review the operation of government activities at all levels. 

In 1994, the Central Intelligence Agency [CIA], adopted a self-de- 
scribed “hard-line” approach to congressional oversight inquiries, 
particularly General Accounting Office [GAO], reviews not initiated 
by the Select Intelligence Committees. The policy attempted to 
draw a bright-line between sharing intelligence products with con- 
gressional committees and submitting to any oversight which the 
agency believes will compromise the sources and methods of intel- 
ligence gathering. 
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Based on that dated, distorted concept of oversight, CIA refuses 
to discuss its approaches to governmentwide management reforms 
and fiscal accountability practices. Other intelligence agencies 
share information freely. Blinded by its own bright-line, the CIA 
often stands alone in refusing routine congressional requests for 
data, even going so far as attempting to persuade other agencies 
to resist as well. 

The CIA position that congressional oversight jurisdiction is lim- 
ited to the Select Intelligence Committees is not supported by the 
law, is not supported by House Rules and is not supported by 
sound public policy. National security will be enhanced, not under- 
mined, by the full exercise of congressional oversight authority. 

We have no interest in examining the sources and methods of in- 
telligence gathering and analysis. But we do have a keen interest 
in how effectively and efficiently the CIA and other intelligence 
agencies manage human capital, manage fiscal resources and meet 
statutory program objectives. The bottom line: The source of all 
CIA funding is the American taxpayer and the methods of manage- 
ment efficiency and accountability must be within the purview of 
this and other committees of Congress. 

Symptomatic of the CIA’s misguided perception of its responsibil- 
ities to Congress, the agency would not even cooperate this morn- 
ing by providing a witness to discuss why they won’t cooperate. I 
find that outrageous. 

But we do welcome a panel of most distinguished witnesses to 
discuss the indispensability of broad-based and far-reaching over- 
sight of the intelligence community. Every one of our witnesses is 
very qualified to speak on this subject, and I, as the chairman of 
the National Security, Veterans Affairs and International Relations 
Subcommittee, am grateful to each and every one of you for being 
here and regret deeply the lack of cooperation of the CIA in even 
responding to basic questions about cooperation. 

[The prepared statement of Hon. Christopher Shays follows:] 
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July 18, 2001 


Thank you Chairman Horn. 

Like you, the Members of the National Security Subcommittee would much rather 
conduct a hearing about constructive oversight findings than about obstructions to our 
oversight process. But when faced with persistent, institutionalized agency resistance to 
legitimate inquiries, we are compelled to reassert our authority, under the Rules of the 
House, to review "the operations of government activities at all levels.” 

In 1994, the Central Intelligence Agency (CIA) adopted a self-described “hard 
line” approach to congressional oversight inquiries, particularly General Accounting 
Office (GAO) reviews not initiated by the Select Intelligence committees. The policy 
attempted to draw a “bright line” between sharing intelligence products with 
congressional committees and submitting to any “oversight” which the agency believes 
will compromise the sources and methods of intelligence gathering. 

Based on that dated, distorted concept cf oversight, CIA refuses to discuss its 
approach to government-wide management reforms and fiscal accountability practices. 
Other intelligence agencies share such information freely. Blinded by its own bright line, 
the CIA often stands alone in refusing routine congressional requests for data, even going 
so far as attempting to persuade other agencies to resist as well. 

The CIA position that congressional oversight jurisdiction is limited to the Select 
Intelligence committees is not supported by the law, is not supported by House Rules and 
is not supported by sound public policy. National security will be enhanced, not 
undermined, by the full exercise of congressional oversight authority. 
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We have no interest in examining the sources and methods of intelligence 
gathering and analysis. But we do have a keen interest in how effectively and efficiently 
the CIA and other intelligence agencies manage human capital, manage fiscal resources 
and meet statutory program objectives. The bottom line: The source of all CIA funds is 
the American taxpayer, and the methods of management, efficiency and accountability 
must be within the purview of this, and other committees of Congress. 

Symptomatic of the CIA’s misguided perception of its responsibilities to 
Congress, the agency would not even cooperate this morning by providing a witness to 
discuss why they won’t cooperate. But we welcome a panel of distinguished witnesses to 
discuss the indispensabilitv of broad based and far reaching oversight of the intelligence 
community. 


Thank you for your testimony. 
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Mr. Horn. I thank the gentleman. And I put in, following his re- 
marks, two documents from the Central Intelligence Agency. The 
first is dated July 7, 1994, a memorandum for the Director of Cen- 
tral Intelligence. It’s from Stanley M. Moskowitz, the Director of 
Congressional Affairs, and the subject is the Director of Central In- 
telligence Affirmation of Policy for Dealing With the General Ac- 
counting Office. 

Now, as we know, they are the arm of Congress for investiga- 
tions, programmatic auditing; and they act for Congress, they act 
for these committees and other subcommittees. 

[The information referred to follows:] 
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OCA 94-1506 
7 July 1994 


MEMORANDUM FOR: 


VIA) 


FROM l 


Director of Control Intelligence 

Deputy Director of Central Intelligence 
Executive Directory/' 

Executive Director for Xntelligi 
Community Affairs 





Stanley M. Moskewlt* 

Director of Congressional Af fsir* 


SUBJECT: DCI, Affirmation of Policy for Dealing 

With the denaral Accounting Office (SAO) 


1. X recommend that you affirm the policies set forth 
is paragraphs 7-22 below to guide the Intelligence 
Community's future dealings with GAO, Implementation of 
these policies will directly affect the manner in which GAO 
interacts with defense intelligence eaeneiea. Therefore, X . 
recommend that you discuss your decisions with John Deuteh, V" 
Deputy Secretary of Defense, and ask his assistance in 
making appropriate changes to DOD regulations end policy 

documents. A future DCX/SecDef breakfast would be an 
appropriate forum for this diseuseion. 


2. My staff has coordinated this memorandum with 
representatives of NS A, DIA, CIO, NRO end DOD/clx. 
Additionally, we have had severe! meetings with Keith Hall, 
Craig Wilson end Jerry Burke of CSX to discus* the impact of 
these proposed policies upon DCD equities. They fully agree 
with the approach and proposed recommendations discussed 
herein and will be briefing Dr. Deuteh on the issues 
presented to you for decision. Finally, we recently met 
with Robert Stone of the Vice-Fresident 1 s nfr staff to 
ensure that the staff will be ewsre of and not object to our 
future handling e£ NFR matters vis-A-vis the QAO, 

£&£KGSCiam 

3, Representatives of the General Accounting Office 
regularly seek. information or briefings from the CXA on a 
wide veriety of topics. As I will discuss below, the 
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SVBJSCTs DCI Affirmation si Policy for Daaling 

With th* Central Accounting Office (GAO) 


Agency's policy for dealing with roqutata for OZA 
information it well-established, clear and understood (if 
not entirely accepted) by all concerned. Einee the 
beginning of FY 1994. however, we have become aware of 
several other GAO investigations relating to the field of 
intelligence and primarily directed at defease agenaieai 
(a) e self-initiated review of SOS' a reorganization of 
defense intelligence activities (SASC ia awara of and stem* 
to endorse this review) ; (b) a self-initiated review of 

classified intelligence programs and funding, to include . 
programs within KFIP and TIARA and special access programs, 

(c) a review of Third Party SIGINT agreements undertaken at 
Senator Byrd's (Chairman, SAC) request, and (d) a OAO 
request to review and discuss Intelligent Community 
implementation of NPR actions (part of a larger NPR review 
undertaken pursuant to request* from several committee*) . 

Copies of documents describing these GAO activities era 
attached at Tabs A-C. I should net* that two of th* survey* 
were self-initiated at the staff level of GAO. 

4. GAO staffers conducting these surveys have bean 
aggressive in seeking information, both from the defense 
elements themselves and from CHS. GAO is specifically 
seeking access to, inter alia , the August 1993 Joint Program 
Guidance, rv 1S55 CEJB's for the GO- p and CIOP, detailed 
status of and action* taken to implement Community NPR 
recommendations, and DCXD's pertaining to SXGXNT agreements. 

These types of documents are traditionally considered aa 
being under DCX cognizance. D0D/C3I representative* have 
told GAO that request# for access to "material* undar th* 
exclusive cognizance of the PCX’, must be referred to the 

DC I for resolution. DOD has also advised GAO that thay ean 
request access through any Congressional staff elements to 
which the document* have been provided. Th* GAO 
investigators are not pleased with C3X's response and 
continue to pressure DOD end CHS for access. 

5. As mentioned previously, CMS, OCA and DOD/C1I 
representatives have had several meetings to discuss the 
burgeoning GAO access problem, and to develop a coordinated 
strategy. DOD representatives believe that GAO ie engaged 
in a concerted effort - indeed, a "fishing expedition* - to 
increase their institutional access to Intelligence 
Community information. From my perspective, I believe that 
assessment is accurete and that we should resist further GAO s*,- 
incursions into the way we do business. 


7 
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SUBJECT) DCI Affirmation of Policy for Pealing 

With the General Accounting Office (GAO) 


6. We also understand that GAO representatives have 
met with key Ccnmittee staffers on the 6ASC (and perhaps the 
SSCI) to argue their need for access. For example, we 
recently learned that acme SASC staffers were considering 
including language in the FY 1995 Defense Authorisation Act 
broadening OAO access to the Intelligence Community and 
requiring that GAO fee given access to CBJB'a and related 
documents, (The bill and report which passed the Senate on 
1 July do not contain any such language) . In addition, we 
understand that OAC may be trying to persuade other senior 
officials to contact you concerning GAO access to MP* 
implementation issues. Because .of the eonfluencs of these 

i events, it is important that you affirm your policies 
concerning OAO access and that we inform interested parties 

I of your decision. 

1 LEGAL BASES BOR GAO ACCESS 

£allcatJ5aasiJ^a,.Accefld-JULXIA-lJafarfflaJ^fia 

7. The CIA's policy toward sharing information with 
the GAO has two components i (1) we provide brief inga that 
convey the Agency's analytical conclusions on substantive 
issues relevant to ongoing GAO studies, hut (2) we decline 
to answer inquiries that involve CIA programs, sources, or 
operational or analytical methcdolegiet-~so called 
"oversight* information. The GAO representatives we deal 
with understand and abide by this policy, although they 
assuredly dielike the resulting restriction of information. 
The CIA policy work* quite well in practice, and GAO 
appreciates the information we do provide. 

8. The legal bases for the CIA's policy derive from 
several statutes - the National Security Act of 1947, the 
CIA Act of 1949 , the GAO Act cf 1980, and the Intelligence 
Oversight Act of 1S80. In the early years of CIA, there 
were attempts by GAO to conduct CIA audits, but theae 
efforts were abandoned by mutual agreement due to the 
constraints imposed by CIA. Specif ically, CIA limited GAO 
access to CIA information under the DCI ' s authority to 
protect Intelligence sources and methods pursuant to the . 
National Security Act, end under the DCI 1 a unvouchered funds 
expenditure authority contained in the CIA Act of 1949. 
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SUBJECT: TCI Affirmation of Policy for Besling 

with the General Accounting Office (GAO! 


9. unoer the GAO Act of 1930, the Comptroller General 
and GAO were given broad authority to audit, invaatisate and 
evaluate government programs,, eapecially the receipt, 
disbursement and us* of public money. 31 U.S.C. 

section 712 , under the Act, congress may direct the GAO. to 
conduct investigations, evaluate government programs, end 
make reports, 31 u.s.C. J712, 717. There are, however, two 
provisions of the Act which operate to exempt CIA 
"oversight* information from this broad grant of 
investigative and audit authority. 

10. First, GAO's audit authority does not affect the 
OCX's authority under J8(b) of the CIA Act of 1843 to expend 
funds without regard to other fiscal laws and to account for 
expenditures solely on the certificate of the Director. 

31 U.S.C. S3 524 , As previously indicated, CIA has 
traditionally interpreted this section as exempting the 
DCI's unvouchered funds from GAO audit, Second, GAO may not 
issuers subpoena or t ^keclvil actlontoobcaln record* 

President.. dmilgaftLsa as fprslffn '. i aer.ce nr 

in tel lic ence activities . (Emphasis supplied) 31 U.S.C. 1716. 
The legislative history cites Executive Order 12038, 
replaced by S.O. 12333, as the source of the President's 
designation. Obviously, by definition, the Agency's 
activities fall within the ambit of this provision, and eha 
Agency has traditionally relied on this section to deny GAO 
oversight type information. 

11. In addition, the CIA has consistently argued that 
the intelligence Oversight Act ($301 of the National 
Security Act, 50 U.S.C. 413), vesta oversight responsi- 
bilities in the intelligence Committees, not the OAO. 
Therefore, if we provided oversight type information to GAO, 
we would be derogating the Congressional intent behind 
section 501. Significantly, the DOJ office of Legislative 
Affaire issued a letter opinion on June 2{, 1939 relying on 
section 501 to deny GAO access to information relating to 
the iran/contra investigations: 

•Koreover, it is our view that, when congress seeks 
confidential intelligence information, Congress' 
intelligence eonr\ie tees, r.ot Gao, are the exclusive 
ir.eena of access to euch information, * 

Since GAO has no statutory power to compel production, tiiey 
have no mechanism to enforce access. 
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SUBJSCTi DC I Affirmation of Policy for Dealing 

With the General Accounting Office iOAO) 


PoHny Bnver-n-Ino GAO jUGCESa tfl EgcaX&S Maintained 
by Defenae. rn.tflllige.n 4;e_Aa eaeijJt 

12, In theory, all Intelligence Community agencies 
should be able to rely on 31 U.S.C, *Tii, combined with SO 
tl.S.C, 413, to deny GAO access to any records, relating to 
foreign intelligence .or counterintelligence activities. 
Indeed, DOS Directive 7SS0.1, SE.2, (a copy cf this 
subsection is at Tab E) specifically provides that the DOD 
component head may deny acces* to such materials. The 
directive cautions, however, that ’such information shall 
not be denied categorically to properly cleared GAO 
representatives having a need to know* and that ’careful 
consideration must be exercised before denying GAO 
acceie 


13. In practice, defense agencies do not, adopt the 
•hard line’ CIA approach but generally seek to' cooperate 
with OAC representatives. Within KSA, DIA, KR.O and-CIC, the 
process for interacting with SAC varies greatly. CIA 
interna us that they have had a long history of dealing with 
GAOj however, most involvement is cf a substantive, vice 
oversight, nature. Although the DXA/GAO relationship is 
very active, to our knowledge this is the first time GAO has 
sought acceaa to GDIF CBJB'si or funding documents tor DIA 
activities. 


14. NSA advises that the GAO maintains a team 
permanently in residence at NSA, resulting in nearly 
continuous contact between the two organisations. KSA's. 
practice has been to cooperate with GAO audits and 
investigations to the extenc possible in accordance with DOD 
regulations, This includes providing the GAO with document* 
requested,, including CCP CBJS's a* long as (1) the request 
was in support of a valid audit or investigation end (2) the 
recipients of the classified material had the requisite 
ecceaees and could meet security requirement* for cla**ified 
data control and storage. Document* provided in the past 
hone included cce cecsi . 

15. The NRQ'a dealings with GAO have been limited to 
case* of contract protests, nro has not provided GAO access 
to CSvS’s. CIO reports only two previous instance* of 
contact, but is being tasked to respond to the current 
survey*. CIO will normally follow COD guidance in dealing 
with GAO. C3I representatives inform that, as a matter of 
policy, DOD affords GAO unfettered access to TIARA materials 


* 
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subject i Be I Affirmation of Folicy for Coaling 

With the General Accounting Office (GAO) 


and provides the GAO copies of TIARA CBJBs. All of these 
agencies believe that DC! and DOD guidance in this area, 
especially on the CAJS's issue, would be extremely helpful, 

Salixv:-£Qac.ernlnfl SAP Access, to 5C! Control l aj-jaaLMCisle. • 

mxiailagfae-CBJaiaw-ilaiat fialdaaab. acxo* 

It. Until recently, the question of SAO eccsse to BOX 
controlled, as opposed to cia, materials had not bean 
specifically considered. Agencies mad# their own decision* 
in granting access to materials such as CBJBs, DCXPs, and 
so forth, subject to DOD regulations. By letter dated 
December 13, 1593, hr. Louis Rodrigues informed the DC I that 
GAO would request access to documentation for DOD program* 
within the nfip. significantly, however, GAO did not seek 
DC! approval or concurrence for such access. After 
consultations with oca and dod, the exdir/ica concluded that 
sugh access would be inconsistent with the DC! 'a etetutcry 
authority to develop and present the wip budget, and with 
the oversight provisions of the National Security Act, 
Accordingly, by letter dated April e, iss« (attached at Taft 
F) , Rich Haver informed GAO that we could not agree to such 
access, i encouraged Rich to take this stance, and 1 
strongly recommend that you affirm this as your policy. ! 
understand that GAO was quite upset by this decision and i* 
choosing to ignore it while frantically reviewing the 
statutes to detect any legal flaws. 

17. GAO representatives continue to pres* on ssvaral 
front* for access to DCID's governing SIGINT relationship* , 
joint guidance documents and for documentation of action* 
taken to implement NPR reeorunendation* , we have not 
formally responded to these requests pending your review and 
decisions. 

RSCOXWUmATIONS 

18. I believe that the current policy governing accas* 
to CIA information and Rich Haver's memorandum on sects* to 
CBJBs are reasoned, clear in execution, and fully supported 
by the law. I recommend that ycu formally endorse these 
policies. Further, many of the arguments underpinning these 
policies apply with equal force to ether activities and 
documents under your direct operational control a* Director 
of Central Intelligence, e.g. CMS and HIC activities, DCXDs, 
NPR implementations, and so forth. The reasoning also 


6 


17 


SUBJECT, sci Affirmation of Policy for Catling 

With the General Accounting Office (GAO! • 


applies to documents you sign jointly with the Secretary of 
Defense, e.g, MOU governing KAO personnel security 
processing. In ny view, allowing GAO acceti to tnssa 
activities or documents is not consistent with your 
responsibility to protsct intelligence scarce* and methods, 
erodes your ability to preteet other sensitive information, 
and duplicates the oversight responsibilities of the 
Congress. I therefore recommend thst you eftim the policy 
that documents or information concerning these matters 
should not be generally shared with GAO. 

19. Should you affirm this recommended policy, I 
believe we have a relatively bright line procedure for 
dealing with GAO, I do not recommend that you attempt to 
extend this policy to the execution vice nrnsrsiwwttie. 

del-pile of H£I£ programs carried out by DOD component*. For 
example, I think we can logically deny access to 
programmatic documents relating to GDIP's COBRA BALL, such 
os collection requirements and their translation ir.ee 
resource needs in the CBJ"B. however, I am unsure whether 
your authority would extend to documents or information 
concerning the operational details of each mission. An 
exercise cf your authority in this erea would inevitably put 
you into conflict with the Secretary of Defense and, 
potentially, with conroittees lib* SASC or HASC. 

20, The issue of GAO access to NPR policy 
recommendations and implementation actions is a bit thornier 
beesuse of some recent actions. Some time ago, CKS provided 
the NPR Staff with an unclassified status report on tha 32 
actions set forth in the unpublished’ NFR report on the 
intelligence community. The Vice-President's staff 
apparently provided these recommendations, along with many 
others across the Executive Branch, to GAO for 
consolidation, evaluation and monitoring of implementation. 
Indeed, these recommendation* have been published in an 
unclassified summary of NPR action*. Subsequently , the GAO 
representative contacted Wayne Feal of CHS to request 
information on how the Community is implementing the NPR 
actions. 

31. Robert stone of the Vice-President 1 e Office has , 
stated that the staff will not pressure us to provide 
anything to GAO. If we do provide unclassified information 
to the staff, however, they feel they must share it with 
GAO. I believe this compromise position afford* ue 
considerable latitude in this area, we will soon previde 
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SCSJECTi DCX Affirmation of Policy for Dealing 

With the General Accounting Office (GAO) 


the at&tf with a status report on our implementation, and 
that report will he quite seneral in nature. I ice no ham 
in the npr staff providing that very general report to GAO. 
With your concurrence, we will not allow GAO- access to 
detailed information underlying those actions, for example 
information on how we plan to implement the action*. Once 
again, this is a bright line we can follow. 

22. If you ratify these recommendations, you should 
discuss your rationale with Secretary Perry or Deputy 
secretary Deuteh. We should notify all intelligence 
Community agencies of your decisions, emphasising that the 
policies do not sanction the denial of information to 
Congressional Committee* . Indeed, we will continue to comply 
fully with any request from the Committees, be they SAC. 

MAC, SASC, HASC, SSCI or KPSCI. I should emphasise that 
these policies will not dramatically change intelligence - 
agency dealings with GAO - the major exception being NSA'e 
practice of sharing CBJEs with GAO. Rather, the policies 
will provide a clear guideline for future interaction with 
GAO, a line that preserve* your prerogatives aa PCI. 

RISK* 


23. in my view, it is important to curtail growing GAO 
initiatives to investigate intelligence activities. At the 
same time, you should realize that there are risks in 
adopting the policies we have reconmemded. GAO will 
complain, indeed has already complained, to the Armed 
Services Committee* that we have damaged their ability to 
complete the reviews, Further, GAO feels that if you are 
successful in denying them NFIP information in response to 
self-initiated surveys, they will have no legitimate role in 
intelligence matters, save aa an investigative arm ct a 
specific Congressional request, Accordingly, you can expect 
that they will resist vigorously. Nevertheless, our 
response to GAO should be clear and unambiguous! the DCI is 
exercising his statutory responsibilities and following the 
intent of Congress in vesting intelligence oversight in tha 
intelligence committees. In other words, we will respond . 
directly to appropriate committees of the Congres*, but not 
through the GAO. 

24. The CcBttnitteea, who may not have the resource# to 
conduct audits on their own, and sensitive to GAO protesta, 
may hesitate to accept this procedure. To them, having GAO 
lock at the issue may be the easy way out. Once again, our 
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SUBJECT! TCI Affirmation of Policy- for Dealing 

With the General Accounting Office (SA01 


position should be that GAO •oversight 1 into the JJFIP or 
into areas of DOT cognisance is flatly inconsistent with the 
mandate of the GAO Act and National Security Act. I and 
Rich ear, work with key staffers on the various committees, • 
especially on the Senate side, to explain our reasons and to 
solicit their support, 

CONCLUSION 


25. I reoonroend you affirm fch* policies described 
above and individually listed below. If you concur, I will 
prepare, in coordination with Rich Haver, letters from you 
to the Secretary of Defense and NT IP Principals announcing 
these policies . 


Continue 

/h 


CIA Policy on Dealing with OAOi 


Ajm^l ^** 4 ^ 

Approved i 


Pi e approved 

Deny GAO Access to cbjb's and Related documents: 



Disapproved 


$ 



20 


Mr. Horn. The next document is from George A. Tenet, Director 
of Central Intelligence, to Stephen Horn, chairman, Subcommittee 
on Government Efficiency, Financial Management and Intergovern- 
mental Relations, and that’s dated July 17, 2001. 

[The letter referred to follows:] 
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Centra! Intelligence Agency 



Wjsfyr.jion, D.C 20505 


17 July 2001 


The Honorable Stephen Horn 
Chairman 

Subcommittee on Government Efficiency, Financial 
Management, and Intergovernmental Relations 
Committee on Government Reform 
House of Representatives 
Washington, D.C. 2051S 

Dear Mr. Chairman: 

In response to your letter inviting me to testify at a 
July 18, 2001 Subcommittee hearing, I regret to say that 
neither I nor any CIA representative will testify, 

My decision is fully compatible with the wishes of the 
Chairman of the House Permanent Select Committee on 
Intelligence who urged me not to testify at the 18 July 
hearing. The House Intelligence Committee referred CIA to 
the recently passed House rule that stipulates clearly and 
unequivocally that the Intelligence Committee has 
''exclusive' responsibility to review and study the 
Intelligence Community's sources and methods. 

Let me be clear. CIA has not questioned nor will it 
ever question the right of the Congress to have answers to 
questions it has asked. 

As a former Senate staff member and staff director of 
the Senate Select Committee on Intelligence, I recognize 
perhaps better than most the requirement for CIA and the 
other intelligence agencies to work closely and 
cooperatively with the Congress, its members, and 
committees , Every year CIA provides many hundreds of 
briefings and reports and responds to questions from 
committees and individual members. In doing so, CIA is 
guided by the overarching principle that the American 
people, through their duly constituted representatives, have 
a right and a need to be informed of CIA's activities and to 
be benefited by CIA's work. Indeed, since I became DCI, the 
intensity of CIA's interaction with the Congress has grown 
as has the amount and timeliness of sensitive information 
that is passed to our House and Senate oversight committees. 
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The American people and the Congress have long 
recognised the importance of CIA's work and the criticality 
of discretion and even secrecy to that work. For this 
reason the Congress passed legislation that obligates me to 
protect sources and methods. Twenty-five years ago Congress 
passed legislation, that created a system of oversight of the 
intelligence activities of CIA and the other intelligence 
agencies that has, in ray opinion, balanced well the 
sometimes conflicting needs of oversight and 
confidentiality. This balance is not easily gained nor 
maintained and represents the constant work of all of us who 
recognize the importance of our intelligence agencies' 
contribution to the well-being of America and its people. 

Finally, we sought to respond reasonably and in good 
faith to the Subcommittee's request(s) for information 
regarding CIA computer systems and security. For instance, 
although we did not answer directly the information systems 
security questionnaire you sent me, we did advise you that: 
computer security has been and is a top Intelligence 
Community UC) priority; the IC continues to develop 
innovative security policies, controls, and tools; the IC 
was pursuing four initiatives, which we outlined, to 
maximize intelligence sharing while protecting IC 
infrastructure, sources and methods, and data integrity; and 
IC computer systems and security programs are designed to 
operate in compliance with DCI Directive 6/3, which requires 
safeguards beyond those CMB, GAO, and NIST require. 

Our letter also said we were preparing an update to the 
HPSCI -mandated ‘Assessment of the [IC’s] Information 
Infrastructure- -Annual Report, * a classified document that 
would contain detailed information on the information 
security posture of the IC's networks. On September 8, 

2000, IC and CIA representatives, on an unclassif ied/ for- 
official-use-only basis, briefed and answered questions from 
two members of your Subcommittee staff on IC information 
security. On April 13, 2001, in reply to a March 2, 2001 
letter you sent me, we noted that we had completed and were 
coordinating with DoD the update to the HPSCI-mandated 
Assessment/Annual Report. 

We believe we have been responsive to and cooperative 
with the Congress within the overall structure and process 
for congressional oversight of intelligence as developed by 
and under statute, rule, and a quarter-century of practice 
and precedent. Our notifications, briefings, and other 
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The Honorable Stephen Korn 


provision of information to the Congress have furthered and 
facilitated congressional oversight of CIA operations and 
activities. We will continue to do so in the context of a 
process that has served us for 25 years. 


Sincerely, 
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Mr. Horn. We will now swear in the witnesses, and I share Mr. 
Shays’ and Mr. Gilman’s feeling that we have an excellent panel 
here today, and we’re thankful that you know a lot of the history 
of the CIA and both of you have shown great expertise in serving 
our Nation and also to working with Congress. So if you will stand 
and raise your right hands, and the staff behind for GAO. 

[Witnesses sworn.] 

Mr. Horn. The clerk will note that all have affirmed, or said yes; 
and now we will start with — first one, a friend certainly of every- 
body in the Congress and that’s the Honorable Lee Hamilton, who 
was for very many years chairman of the International Relations 
Committee, is now Director of the Woodrow Wilson Center, and 
was former chairman, House Permanent Select Committee on In- 
telligence. 

Mr. Hamilton. 

STATEMENT OF LEE H. HAMILTON, DIRECTOR, WOODROW 

WILSON INTERNATIONAL CENTER FOR SCHOLARS; DIREC- 
TOR, CENTER ON CONGRESS AT INDIANA UNIVERSITY, AND 

FORMER MEMBER OF CONGRESS FROM THE STATE OF INDI- 
ANA 

Mr. Hamilton. Good morning, Mr. Chairman, Mr. Shays, Mr. 
Gilman. It’s a pleasure to be with you. 

I always thought it was a little easier to sit up there and ask the 
questions than it is to sit down here and answer them, and I’m 
quite confident of that this morning, but I’m very pleased to be 
with you. Let me make a few opening comments about the way I 
approach the question that the chairman has raised, and Mr. Gil- 
man and Mr. Shays. 

First of all, I think we all agree that good intelligence is essential 
for the security of the country. U.S. policy has to be based on the 
most accurate information available, and on correct prediction inso- 
far as that is possible. Good intelligence does not guarantee good 
policy, but bad or poor intelligence almost certainly guarantees bad 
policy. 

A Nation without intelligence is like a person without eyes and 
ears. Good intelligence is essential. 

Second, the tasks that we assign to the intelligence community 
today are simply overwhelming — enormous, varied, expanding. The 
old proverb says that only a fool would make a prediction, espe- 
cially about the future. But the problem, of course, is that we ask 
the CIA to make not just one, but hundreds of predictions, every 
week; and we want them to be as accurate as possible. And the 
toughest thing in the world to predict is intentions, and we ask the 
CIA to predict that all of the time. 

I believe that our intelligence capabilities are very good — always 
room for improvement. I believe that the people who work at our 
intelligence agencies are highly talented and dedicated people. Jim 
Woolsey was an outstanding Director of the CIA, but he represents 
many hundreds, thousands of others who do marvelous work for 
the country. 

I support the greater openness on the part of the intelligence 
community. I think the intelligence community should be forthcom- 
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ing in making available information on its work and the role that 
it plays in shaping U.S. policy. 

Let me just say a word about the importance of oversight by the 
Congress of the intelligence community. My view, I gather your 
view, is that the intelligence community needs very strong, very 
vigorous, independent oversight; and the Congress is the only body 
that can really give independent oversight of the executive branch 
under our current laws, structures and practices. 

The intelligence community is enormously large. It’s very com- 
plicated and it is hugely expensive. In this town, information is 
power and the intelligence community has tremendous power to in- 
fluence policy. 

Intelligence is an area of great temptation for a President. Presi- 
dents can be tempted, I should say, to manipulate intelligence to 
influence the policy debate. I think oftentimes the executive sees 
intelligence as a tool to make policy look good, rather than a tool 
for making good policy. Presidents often resort to the intelligence 
information they have, to the CIA, for covert actions when they’re 
frustrated by obstacles to their policies. So Congress, in a sense, 
stands between the President and the misuse of intelligence by the 
intelligence community and by the executive branch. 

The congressional role in oversight — I’ll get down to that more 
specifically — is limited, but extremely important for some of the 
reasons I have suggested. Unlike other Federal issues, Federal 
agencies, the intelligence community does not receive the kind of 
close scrutiny independent of the President that almost every other 
policy does. 

There’s very little media coverage of the intelligence community. 
There are very few academic studies of the intelligence community. 
There are no, or at least not a large number of lobbying groups for 
the intelligence community. Most of the meetings they have occur 
in secret, without public input and isolated from most Members of 
Congress. 

There is an Inspector General of the CIA. There is a Foreign In- 
telligence Advisory Board. Those are appointed by the President, 
not independent of the President. 

And intelligence is a very arcane business. 

So I think oversight is very important. If the Congress fails to 
identify the problems in intelligence, they may go unspotted. And 
while they have been a very good agency in many respects, the CIA 
over a period of years has also been a very troubled agency. 

At one point, not long ago I think, they had five Directors in 7 
years. You can’t possibly manage that shop over there with five Di- 
rectors in 7 years. It’s just too big and too complicated. 

The intelligence community has not, I can assure you, come eas- 
ily to the idea of congressional oversight, but I believe they have 
come to that; and that’s an important fact. 

Now, as I understand the law today — and it’s quite extraordinary 
really that you have this massive intelligence community and yet 
you do not have any fundamental charter or law. We’ve tried to 
draft a charter for the intelligence community several times and 
never succeeded, but there are a number of pieces of legislation. 
There are a lot of rules and practices that have been put into place 
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over the period of the last few decades that set the framework, if 
you would, for oversight of the intelligence community. 

The law provides that the executive keep the House and Senate 
intelligence community committees fully and currently informed of 
intelligence activities, and that judgment, as to whether it’s fully 
informed or currently informed, is a judgment the Congress has to 
make, not the intelligence community. The law provides that illegal 
and failed activity be reported in a timely way and, of course, it 
has a special provision with regard to covert actions. 

It’s an extremely difficult problem of oversight because the intel- 
ligence committees are given legislative, investigative, and author- 
ization authority over the intelligence community. They have exclu- 
sive jurisdiction of the CIA, but they share jurisdiction with other 
agencies, for example, the Department of Defense and NSA, DIA, 
State, Energy. So it’s a very complex pattern that you have over 
oversight of the intelligence community. 

There are a lot of benefits from oversight. I don’t think I need 
to go into that, because I know very well the chairman’s position 
on that. The Congress conducts that oversight, of course, through 
the budget process. I think the great task is to strike a balance be- 
tween the need to ensure accountability and the intelligence com- 
munity’s need to gather and protect information. 

It’s the balance between oversight and secrecy. It is not an easy 
task. You will never get it right completely, but you have to keep 
working at it. And sometimes the Congress is a partner of the in- 
telligence community, sometimes it’s a critic, sometimes it’s an ad- 
vocate for the intelligence community, sometimes it’s a watchdog; 
and those roles are very hard to keep in balance. 

My view — and I’ll conclude with this, Mr. Chairman — is that the 
Congress has to get information it needs from the intelligence com- 
munity. Congress should be the judge of that. We have in place 
today a structure that has been developed over a period of decades 
really, where the information from the CIA is provided to the intel- 
ligence committees. Then the intelligence committees must decide 
how that information is made available to other Members of the 
Congress. 

This system doesn’t work perfectly, but my judgment is, it works 
reasonably well. And I do feel it is possible there may be a better 
way to do it, but we ought not to go to another way in an ad hoc 
manner by this subcommittee or that subcommittee or this commit- 
tee or that committee demanding information from the CIA. 

If you really want to change the way you do oversight of the in- 
telligence community, then it has to be approached, it seems to me, 
in a very coherent, comprehensive way to change the structure that 
was put in place over the past few decades — a structure of law, a 
structure of precedent, a structure of practice. 

And the question of sharing intelligence information outside of 
the intelligence committees to other members is always a very sen- 
sitive question in this institution and one that has created tensions 
as long as I can recall. 

So the bottom line is that I think the system that we have cer- 
tainly calls out for improvement. It’s working reasonably well, but 
be careful not to throw it out unless you have something to put in 
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its place that has been carefully, comprehensively, coherently 
thought about. 

Mr. Horn. Thank you very much. We appreciate the wisdom you 
had during the Congress and after Congress. 

We now have the Honorable James Woolsey, who was a former 
Director of the CIA from 1993 to 1996 and was, again, highly re- 
spected here in both parties for his openness and his willingness 
to relate to people. Thank you very much. 

STATEMENT OF R. JAMES WOOLSEY, PARTNER, SHEA & GARD- 
NER, AND FORMER DIRECTOR, CENTRAL INTELLIGENCE 

AGENCY 

Mr. Woolsey. Thank you, Mr. Chairman, and thank you for in- 
viting me today. 

I was Director of Central Intelligence for 2 years early in the 
Clinton administration. I also, however, in an earlier incarnation, 
was General Counsel of the Senate Armed Services Committee for 
3 years. So I have seen this issue from both Capitol Hill and the 
executive branch; and the views, obviously, that I express today are 
only those of a private citizen and lawyer who got out the rule book 
and looked at it and tried to decide what he thought. And I thank 
you for inviting me. 

This current issue apparently arose from the question of how this 
committee could investigate and assess and conduct oversight in 
connection with the cyberthreat to our government computers; and 
I would say, first of all, that I can think of no overall issue that 
is more substantively important to the Government right now than 
this. It is something that is of absolutely vital importance. 

It’s an area that I’ve been working on for some time as a private 
lawyer. I think such issues as whether fire walls, for example, can 
effectively protect computers is of extraordinary importance. I don’t 
believe they’re very effective, and I think that this committee’s as- 
sessment of the best ways for government computers and govern- 
ment networks to be protected would be extremely important. 

This procedural question of exactly how and under what cir- 
cumstances what information should be provided to committees of 
the Congress other than the House and Senate Select Commit- 
tees — the Permanent Select Committee and the Select Committee 
and the two Appropriations Committees is also an important and 
rather difficult one. 

First of all, let me say, when I was Director of Central Intel- 
ligence, I certainly did not neglect the Congress; and I don’t know 
any Director, really, who can or should. Congress was in session 
185 days in calendar 1993, my first year as Director, and I had 195 
appointments on the Hill that year, 10 more than the days Con- 
gress was in session, so on average, I was up here more than once 
a day. At one point, for example, I sat beside one of my analysts 
for 29 hours, before a number of different committees, because his 
judgment about Haiti had been called into question; and we an- 
swered questions from a large number of individual Congressmen, 
mainly Senators, on precisely what type of judgments we had made 
about President Aristide and why. 

Any Director of Central Intelligence should spend a good deal of 
time on the Hill, and he owes not just his two oversight committees 
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and two appropriations committees, but the Congress as a whole, 
I think, what information he can provide and what help he can pro- 
vide from the intelligence community. 

Now, it’s my understanding that a few weeks ago Larry 
Gershwin, an extraordinarily able national intelligence officer, tes- 
tified on cyberthreat trends and U.S. network security before, I be- 
lieve it was, the Joint Economic Committee. Now, this is, of course, 
the principal way in which the CIA provides information to the 
Congress; it provides intelligence product. And it is an issue, it 
seems to me, what the words of the House rules mean with respect 
to what other information is provided to congressional committees. 

Rule 10, and in it clause 11, does say, as the chairman noted at 
the beginning, that nothing in this clause, clause 11, restricts other 
committees such as this one from reviewing intelligence activities 
or intelligence products. But I think one has to note that this right 
is circumscribed, at least as I read the rules, by a provision in 
clause 3, not clause 11, which limits exclusively to the House Per- 
manent Select Committee the right to oversee sources and meth- 
ods. 

The way I read those two clauses is that the exclusive right to 
oversee sources and methods essentially trumps the right of other 
committees to review intelligence activities or products. So, in my 
mind, this whole issue comes down to the question of what is a 
“method of the CIA” in clause 3, it is a method of the entity, the 
CIA, that is at issue. 

Now, some of my colleagues this morning have read this limita- 
tion, this word “method” in a quite limited way. Mr. Eland, in his 
prepared testimony, on pages 8 and 9, says that the CIA’s method 
of protecting its own computers should be regarded no differently 
by the Congress than its assessment of the foreign threat. And 
Colonel Smith limits methods to collection methods, that is, wheth- 
er one is taking photographs or reading lips, for example. 

I don’t read “methods of the CIA” that narrowly. I must say, it 
seems to me that the method by which the CIA protects its comput- 
ers from intrusion is a method of the CIA. 

Now, I fully agree it is up to the House to decide how to interpret 
its own rules, but I understand the House Permanent Select Com- 
mittee on Intelligence has a different view than this committee 
with respect to the breadth, or lack thereof, of the meaning of the 
word “method.” 

Now, let me say why I believe briefing on the foreign threat, as 
Mr. Gershwin did before the Joint Economic Committee, rather 
than reviewing the CIA’s method of maintaining its own computer 
security, is an understandable way for the Congress to operate. If 
one takes the members of the House Permanent Select Committee 
and the Senate Select Committee and of the two Appropriations 
Subcommittees for Defense, which cover intelligence, one has 72 
Members of the Congress and 80 staff members, that’s 152 people 
on the Hill who today are charged with intelligence oversight. 
Those 72 Members constitute 13 percent of the entire membership 
of the Congress. 

If one adds this committee’s and its parallel committee in the 
other body, Senate Governmental Affairs members and staff, one 
adds 58 Members and 193 staff members to the total that would 
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be engaged in overseeing the CIA. That’s now a total of 403 people 
on Capitol Hill, and would constitute 24 percent of the Members 
of the House and Senate. 

There are at least two other committees that have an under- 
standable interest in overseeing some aspect of what the CIA does, 
House International Relations and Senate Foreign Relations and 
House and Senate Armed Services. If one adds the 149 members 
of those committees and the 219 staff members, one gets an added 
368 individuals who would be involved in overseeing the CIA. 

That would be a total of some 760-770 individuals on Capitol 
Hill, and if you deduct the Members who are on more than one of 
those committees, the way my numbers came out is that you would 
end up with 49.5 percent of the Members of Congress, one-half of 
the Members of Congress involved in overseeing the CIA if the 
Government Reform, Government Affairs, International Relations, 
Armed Services, as well as the Intelligence Committees and Appro- 
priations Committees were involved. 

Now, there may be some way, there may be some structure 
whereby a change in the process could be worked out and whereby, 
as former Chairman Hamilton said, a reform, a systematic reform 
of the whole process should be undertaken. I don’t write off that 
possibility, but I must say that if one goes at this piecemeal and 
looks to just each individual committee or subcommittee in Govern- 
ment Reform, Government Affairs, International Relations, Foreign 
Relations, Armed Services that may have some understandable in- 
terest, and if one interprets the word “method” quite narrowly, so 
that pretty much anything that the CIA does other than a collec- 
tion source or a collection method is subject to oversight from the 
other committees of the Congress, you are on a track to having half 
of the Members of the Congress and some 760 people on Capitol 
Hill engaged in CIA oversight. 

I do not think that would be wise. 

So I would identify myself with Chairman Hamilton’s closing 
words, that I believe the current system works reasonably well and 
that it should only be reformed if it is reformed in some systematic 
and thorough and overall way, rather than piecemeal. 

Thank you, Mr. Chairman and Members. 

Mr. Shays. Thank you Mr. Woolsey. 

Mr. Hinton, I think what we’ll do is wait for Mr. Horn to come 
back. He left early so we could continue the flow, but I think what 
we’ll do is, we’ll go and vote. 

So we’ll recess for a second, but as soon as he gets back he’ll 
start with you. Thank you. So we stand in recess. 

[Recess.] 

Mr. Horn. The recess is over. If you don’t mind Mr. Woolsey, I 
heard you put a few details in the record here and I may be, I’d 
just like it for my benefit to get a repeat on that. 

Mr. Woolsey. Surely. Do you mean now? 

Mr. Horn. Sure. 

Mr. Woolsey. I said several things but let me focus on two. One 
was that although this is a difficult and complicated issue, and I 
fully understand the substantive reasons behind the committee’s 
interest in this very important area, I think we come down to a 
reading of the House rules. 
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And as I read them, and as I said, this is nothing more than a 
private citizen’s reading. The authority for other committees to re- 
view intelligence activities and products are the words in clause 11 
of rule 10; and nothing in this clause, i.e., clause 11, as the rule 
states, restricts nonintelligence committees from reviewing intel- 
ligence activities and products. 

But the exclusive basis for the House Permanent Select Commit- 
tee’s jurisdiction over reviewing sources and methods of the CIA oc- 
curs in clause 3, not clause 11, and the way I read that interaction 
is that their exclusive basis with respect to sources and methods 
essentially trumps the provisions in clause 11. 

So the question comes, what is a “method?” If an intelligence 
method is relatively limited, if it is as limited as Colonel Smith 
says in his testimony that he limits it essentially to collection 
methods, that is, whether you are learning something through pho- 
tographs or through lip reading; and Mr. Eland says on pages 8 
and 9 of his testimony that there should be no difference between 
the CIA’s way or method of protecting its own computers, then the 
threat — that is, both of those — should be fully reviewable by other 
committees. 

I must say, I read the word “method” more broadly. I believe that 
it is entirely plausible to contend that a “method of the CIA” in- 
cludes its method of protecting its data; and under that reading, 
the way I would read it is that the House Permanent Select Com- 
mittee’s jurisdiction is exclusive with respect to the agency’s meth- 
ods. 

Now, I agreed with Chairman Hamilton with respect to any re- 
form needing to be — of the process or the oversight process needing 
to be an overall, systematic reform rather than something that is 
done piecemeal; and my illustration on that was the following: If 
one takes the House Permanent Select Committee and the House 
Appropriations Subcommittee that deals with intelligence together 
with the sister committees in the other body, you have 72 Members 
and 80 staff members who are involved in intelligence oversight, 
now 152 people, and those 72 Members are 13 percent of the mem- 
bership of the Congress. 

If one adds the members and the staff of the House Government 
Reform Committee and Senate Governmental Affairs, you get up to 
403 people and 24 percent of the Members of the Congress; and if 
one adds in the members and staff of House International Rela- 
tions and Senate Foreign Relations and House and Senate Armed 
Services, which I think have a plausible claim to being interested 
in perhaps some oversight responsibility for the intelligence com- 
munity, under a broad reading you get up to right at 50 percent 
of the Members of the Congress and about 760 individuals, not 
counting the GAO if it gets into the business, who are involved in 
overseeing the CIA. 

And I think those numbers suggest that one should move toward 
an oversight role for other committees only as part of some overall 
evaluation rather than a piecemeal step, because, I for one, don’t 
see a way to draw a line between this subcommittee’s responsibil- 
ities and other committees of Government Reform or Senate Gov- 
ernmental Affairs, or for that matter, many of the interests of 
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House International Relations, Senate Foreign Relations and the 
Armed Services Committees. 

So, anyway, those were the main points, I think, Mr. Chairman. 

Mr. Horn. Well, thank you very much. 

We’ll now proceed with the third witness, Mr. Hinton. Henry 
Hinton is the Managing Director of Defense Capabilities and Man- 
agement of the General Accounting Office. The General Accounting 
Office works for the Congress of the United States and is a crea- 
ture of the Congress, and we give a lot of assignments to them on 
many aspects in the executive branch. 

And we welcome you here today. 

STATEMENT OF HENRY L. HINTON, JR., MANAGING DIRECTOR, 

DEFENSE CAPABILITIES AND MANAGEMENT, GENERAL AC- 
COUNTING OFFICE 

Mr. Hinton. Thank you, Mr. Chairman. I’m pleased to be here 
to discuss the subject of GAO access to information at the CIA. I 
will focus my comments this morning on our authority to review 
CIA programs and the status of our access to CIA information. 

On the subject of authority, as with all Federal programs, Con- 
gress has given us broad authority to evaluate CIA programs. In 
reality, however, we face both legal and practical limitations on our 
ability to review these programs. For example, we have no access 
to certain CIA unvouchered accounts, that is, expenditures of a 
confidential or emergency nature that are accounted for solely on 
the certification of the Director. 

We cannot compel our access to foreign intel and counterintel- 
ligence information. In addition, as a practical matter, we are lim- 
ited by the CIA’s level of cooperation, which has varied throughout 
the years. We have not actively audited the CIA since the early 
1960’s, when we discontinued such work because the CIA was not 
providing us with sufficient access to information to perform our 
mission. The issue has arisen since then, from time to time, as our 
work has required some level of access to CIA programs and infor- 
mation. 

Most recently, in 1994, the CIA Director sought to further limit 
our audit work of intelligence programs, including those at DOD. 
In doing so, the CIA has maintained that the Congress intended 
the Select Intelligence Committees to be the exclusive means of 
oversight of the CIA. This action by the CIA Director has effec- 
tively precluded oversight by us. Given a lack of requests from the 
Congress for us to do work in this area and with our limited re- 
sources, we have made a conscious decision not to pursue this 
issue. 

On the subject of the status of our current access, today, our 
dealings with the CIA are mostly limited to requesting information 
that relates to governmentwide reviews or analyses of threats to 
the U.S. national security on which the CIA might have some infor- 
mation. The CIA either provides us with the requested information, 
provides the information with some restrictions or does not provide 
the information at all. 

In general, we are most successful at getting access to CIA infor- 
mation when we request threat assessments, and the CIA does not 
perceive our audits or evaluations as oversight of its activities. For 
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example, in our review of chemical and biological terrorist threats 
that we did for Chairman Shays, we requested, and the CIA pro- 
vided us, access into formation on their threat assessments and ac- 
cess to the analysts that prepared them. 

On the other hand, for our review of classified computer systems 
in the Federal Government, we requested basic information on the 
number and nature of such systems. In this case, and as you re- 
ferred to in your opening statement, Mr. Chairman, the CIA did 
not provide us the requested information, claiming that they would 
not be able to participate in the review because the type of infor- 
mation is under the purview of the congressional entities charged 
with overseeing the intelligence community. 

My written statement has other examples in it. 

In conclusion, Mr. Chairman, our access to CIA information and 
programs has been limited by both legal and practical factors. 
Today, our access is generally limited to obtaining information on 
threat assessments when the CIA does not perceive our audits as 
oversight of its activities. We foresee no major change in our cur- 
rent access without substantial support from Congress. 

Congressional impetus for change would have to include the sup- 
port of the Intelligence Committees, who have generally not re- 
quested GAO reviews or evaluations of CIA activities. With such 
support, we could evaluate some of the basic management func- 
tions at CIA that we now evaluate throughout the Government. 

That concludes my statement Mr. Chairman. 

Mr. Horn. Thank you very much. 

[The prepared statement of Mr. Hinton follows:] 



33 


GAO 


United States General Accounting Office 

Testimony 

Before the Subcommittee on Government Efficiency, 

Financial Management and Intergovernmental Relations, and 
the Subcommittee on National Security, Veterans Affairs, and 
International Relations, Committee on Governmental Reform, 
House of Representatives 


For Release on Delivery 
Expected at 10:00 a.m. 
Wednesday, July 18, 2001 


CENTRAL 

INTELLIGENCE AGENCY 


Observations on GAO 
Access to Information on 
CIA Programs and 
Activities 


Statement of Henry L. Hinton, Jr., Managing Director 
Defense Capabilities and Management 



E G AO 


L, Accountability * Integrity * Reliability 


GAO-01-975T 



34 


Messrs. Chairmen and Members of the Subcommittees: 

We are pleased to be here to discuss the subject of access by the General 
Accounting Office (GAO) to information from the Central Intelligence 
Agency (CIA). Specifically, our statement will provide some background 
on CIA and its oversight mechanisms, our authority to review CIA 
programs, and the history and status of GAO access to CIA information. As 
requested, our remarks will focus on our relationship with the CIA and not 
with other intelligence agencies. Our comments are based upon our review 
of historic files, our legal analysis, and our experiences dealing with the 
CIA over the years. 


Oversight of the CIA generally comes from two select committees of 
bummary Congress and the CIA’s Inspector General. We have broad authority to 

evaluate CIA programs. In reality, however, we face both legal and 
practical limitations on our ability to review these programs. For example, 
we have no access to certain CIA “unvouchered" accounts and cannot 
compel our access to foreign intelligence and counterintelligence 
information. In addition, as a practical matter, we are limited by the CIA’s 
level of cooperation, which has varied through the years. We have not 
actively audited the CIA since the early 1960s, when we discontinued such 
work because the CIA was not providing us with sufficient access to 
information to perform our mission. The issue has arisen since then from 
time to time as our work has required some level of access to CIA 
programs and information. However, given a lack of requests from the 
Congress for us to do specific work at the CIA and our limited resources, 
we have made a conscious decision not to further pursue the issue. 

Today, our dealings with the CIA are mostly limited to requesting 
information that relates either to govemmentwide reviews or analyses of 
threats to U.S. national security on which the CIA might have some 
information. The CIA either provides us with the requested information, 
provides the information with some restrictions, or does not provide the 
information at all. In general, we are most successful at getting access to 
CIA information when we request threat assessments and the CIA docs not 
perceive our audits as oversight of its activities. 


Background 


As you know, the General Accounting Office is the investigative arm of the 
Congress and is headed by the Comptroller General of the United States — 
currently David M. Walker. We support the Congress in meeting its 
constitutional responsibilities and help improve the performance and 
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accountability of the federal government for the American people. We 
examine the use of public funds, evaluate federal programs and activities, 
and provide analyses, options, recommendations, and other assistance to 
help the Congress make effective oversight, policy, and funding decisions. 
Almost 90 percent of our staff days are in direct support of Congressional 
requestors, generally on the behalf of committee chairmen or ranking 
members. 

The U.S. Intelligence Community consists of those Executive Branch 
agencies and organizations that work in concert to carry out our nation’s 
intelligence activities. 1 The CIA is an Intelligence Community agency 
established under the National Security Act of 1947 to coordinate the 
intelligence activities of several U.S. departments and agencies in the 
interest of national security. Among other functions, the CIA collects, 
produces, and disseminates foreign intelligence and counterintelligence; 
conducts counterintelligence activities abroad; collects, produces, and 
disseminates intelligence on foreign aspects of narcotics production and 
trafficking; conducts special activities approved by the President; and 
conducts research, development, and procurement of technical systems 
and devices. 


Oversight of CIA Activities Currently, two congressional select committees and the CIA’s Inspector 
General oversee the CIA’s activities. The Senate Select Committee on 
Intelligence was established on May 19, 1976, to oversee the activities of 
the Intelligence Community. Its counterpart in the House of 
Representatives is the House Permanent Select Committee on Intelligence, 
established on July 14, 1977. The CIA’s Inspector General is nominated by 
the President and confirmed by the Senate. The Office of the Inspector 
General was established by statute in 1989 mid conducts inspections, 
investigations, and audits at headquarters and in the field. The Inspector 
General reports directly to the CIA Director. In addition, the President’s 
Foreign Intelligence Advisory Board assesses the quality, quantity, and 
adequacy of intelligence activities. Within the Board, there is an 
intelligence oversight committee that prepares reports on intelligence 
activities that may be unlawful or otherwise inappropriate. Finally, the 
Congress can charter commissions to evaluate intelligence agencies such 


1 The Intelligence Community includes the Office of the Director of Central Intelligence, the 
CIA, the National Security Agency, the National Imagery and Mapping Agency, the National 
Reconnaissance Office, the Defense Intelligence Agency, and other offices and services 
within the Departments of Defense, State, Justice, Treasury, and Energy. 
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as CIA. One such commission was the Commission on the Roles and 
Capabilities of the United States Intelligence Community, which issued a 
report in 1996. 


GAO’s Authority to 
Review CIA Programs 


Generally, we have broad authority to evaluate agency programs and 
investigate matters related to the receipt, disbursement, and use of public 
money. To carry out our audit responsibilities, we have a statutory right of 
access to agency records. Federal agencies are required to provide us 
information about their duties, powers, activities, organization, and 
financial transactions. This requirement applies to all federal agencies, 
including the CIA Our access rights include the authority to file a civil 
action to compel production of records, unless (a) the records relate to 
activities the President has designated as foreign intelligence or 
counterintelligence activities, (b) the records are specifically exempt from 
disclosure by statute, or (c) the records would be exempt from release 
under the Freedom of Information Act because they are predecisional 
memoranda or law enforcement records and the President or Director of 
the Office of Management and Budget certifies that disclosure of the 
record could be expected to impare substantially the operations of the 
government 


The National Security Act of 1947 charges the CIA Director with protecting 
intelligence sources and methods from unauthorized disclosure. In terms 
of our statutory access authority, however, the law creates only one 
specific exemption: the so-called “unvouchered" accounts. The exemption 
pertains to expenditures of a confidential, extraordinary, or emergency 
nature that are accounted for solely on the certification of the Director. 
These transactions are subject to review by the intelligence committees. 
Amendments to the law require the President to keep the intelligence 
committees fully and currently informed of the intelligence activities of the 
United States. The CIA has maintained that the Congress intended the 
intelligence committees to be the exclusive means of oversight of the CIA, 
effectively precluding oversight by us. 


While wc understand the role of the intelligence committees and the need 
to protect intelligence sources and methods, we also believe that our 
authorities arc broad enough to cover the management and administrative 
functions that the CIA shares with all federal agencies. 


We have summarized the statutes relevant to our relationship with the CIA 
in an appendix attached to this testimony. 
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GAO’s Access to the 
CIA Has Been Limited 


We have not done audit work at the CIA for almost. 40 years. Currently, our 
access to the CIA is limited to requests for information that relates either 
to govemmentwide reviews or programs for which the CIA might have 
relevant information. In general, we have the most success obtaining 
access to CIA information when we request threat assessments, and the 
CIA does not perceive our audits as oversight of its activities. 


GAO Access to CIA Has After the enactment of the National Security Act of 1947, we began 
Varied Through the Years conducting financial transaction audits of vouchered expenditures of the 

CIA. This effort continued into the early 1960s. In the late 1950s, we 
proposed to broaden its work at the CIA to include an. examination of the 
efficiency, economy, and effectiveness of CIA programs. Although the CIA 
Director agreed to our proposal to expand the scope of our work, he 
placed a number of conditions on our access to information. Nonetheless, 
in October 1959, we agreed to conduct program review work with CIA- 
imposed restrictions on access. 

Our attempt to conduct comprehensive program review work continued 
until May 1961, when the Comptroller General concluded that the CIA was 
not providing us with sufficient access to the information necessary to 
conduct comprehensive reviews of the CIA’s programs and announced 
plans to discontinue audit work there. After much discussion and several 
exchanges of correspondence between GAO, the CIA, and the cognizant 
congressional committees, the Chairman of the House Armed Services 
Committee wrote to the Comptroller General in July 1962 agreeing that, 
absent sufficient GAO access to CLA information, GAO should withdraw 
from further audit activities at the CIA. 2 Thus, in 1962, we withdrew from 
all audits of CIA activities. 

The issue of our access has arisen periodically in the intervening year's as 
our work has required some level of access to CIA programs and activities. 
In July 1975, Comptroller General Elmer Staats testified on our 
relationship with the intelligence community and cited several cases 
where CIA had not provided us with the requested information. In July 
1987, Senator John Glenn introduced a bill (S. 1458) in the 100th Congress 
to clarify our audit authority to audit CIA programs and activities. In 1994, 
the CLA Director sought to further limit our audit work of intelligence 


8 Separate Congressional committees on intelligence were not formally established in the 
Senate until 1976 and in the House until 1977. 
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programs, including those at the Department of Defense. We responded by 
writing to several key members of the Congress, citing our concerns and 
seeking assistance. As a result, we and the CIA began negotiations on a 
written agreement to clarify our access and relationship. Unfortunately, 
we were unable to reach any agreement with CIA on this matter. Since 
then, GAO has limited its pursuit of greater access because of limited 
demand for this work from Congress, particularly from the intelligence 
committees. Given a lack of Congressional requests and our limited 
resources, we have made a conscious decision to deal with the CIA on a 
case-by-case basis. 


Current Access Falls Into Currently, the CIA responds to our requests for information in three ways: 

Three Categories it provides the information, it provides the information or a part of it with 

some restriction, or it does not provide the information at all. Examples of 
each of these three situations, based on the experiences of our audit staff 
in selected reviews in recent years, are listed below. 

Sometimes the CIA straightforwardly fulfills our requests for briefings or 
reports related to threat assessments. This is especially true when we ask 
for threat briefings or the CIA’s assessments or opinions on an issue not 
involving CIA operations. 

• For our review of the State Department’s Anthrax Vaccination Program for 
the Senate Foreign Relations and House International Relations 
Committees, we requested a meeting to discuss the CIA’s perspective on a 
recent threat assessment of chemical and biological threats to U.S. 
interests overseas. The CIA agreed with our request, provided a meeting 
within 2 weeks, and followed up with a written statement. 

• While we were reviewing U.S. assistance to the Haitian justice system and 
national police on behalf of the Senate Foreign Relations and House 
International Relations Committees, we requested a meeting to discuss the 
Haitian justice system. The CIA agreed with our request and met with our 
audit team within 3 weeks of our request. 

• For our review of chemical and biological terrorist threats for the House 
Aimed Services Committee, and subcommittees of the House Government 
Reform Committee and the House Veterans Affairs Committee, we 
requested meetings with CIA analysts on their threat assessments on 
chemical and biological weapons. The CIA cooperated and gave us access 
to documents and analysts. 
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• On several of our reviews of counterdrug programs for the House 
Government Reform Committee and the Senate Foreign Relations 
Committee we requested CIA assessments on the drug threat and 
international activities. The CIA has provided us with detailed briefings on 
drug cultivation, production, and trafficking activities in advance of our 
field work overseas. 

• During our reviews of Balkan security issues and the Dayton Peace 
Accords for the House Armed Services Committee and the Senate Foreign 
Relations Committee, we asked the CIA for threat assessments relevant to 
our review objectives. The CIA provided us with appropriate briefings and 
agreed to provide one of our staff members with access to regular 
intelligence reports. 

In some instances, the CIA provides information with certain access 
restrictions or discusses an issue with us without providing detailed data 
or documentation. 

• During our evaluation of equal employment opportunity and disciplinary 
actions for a subcommittee of the House Committee on the Post Office 
and Civil Service, the CIA provided us with limited access to information. 
CIA officials allowed us to review their personnel regulations and take 
notes, but they did not allow us to review personnel folders on individual 
disciplinary' actions. This was in contrast to the National Security Agency 
and Defense Intelligence Agency, which gave us full access to personnel 
folders on individual terminations and disciplinary actions. 

• For our review of the Department of Defense’s efforts to address the 
growing risk to U.S. electronic systems from high-powered radio 
frequency weapons for the Joint Economic Committee, the CIA limited our 
access to one meeting. Although the technology associated with such 
systems was discussed at the meeting, the CIA did not provide any 
documentation on research being conducted by foreign nations. 

• On some of our audits related to national security issues, the CIA provides 
us with limited access to its written threat assessments and analyses, such 
as National Intelligence Estimates. However, the CIA restricts our access 
to reading the documents and taking notes at the CIA or other locations. 
Examples include our readings of National Intelligence Estimates related 
to our ongoing work evaluating federal programs to combat terrorism. 

In other cases, the CIA simply denies us access to the information we 
requested. The CIA’s refusals are not related to the classification level of 
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tiie material. Many of our staff have the high-level security clearances and 
accesses needed to review intelligence information. But the CIA considers 
our requests as having some implication of oversight, and denies us access. 

• For our evaluation of national intelligence estimates regarding missile 
threats for the House National Security Committee, the CIA refused to 
meet with us to discuss the general process and criteria for producing 
such estimates or the specific estimates ive were reviewing. In addition, 
officials from the Departments of Defense, State, and Energy told us that 
CIA had asked them not to cooperate with us. 

• During our examination of overseas arrests of terrorists for the House 
Armed Services Committee and a subcommittee of the House Government 
Reform Committee, the CIA refused to meet with us to discuss intelligence 
issues related to such arrests. The CIA's actions were in contrast to those 
of two other departments that provided us full access to their staff and 
files. 

• On our review of classified computer systems in the federal government 
for a subcommittee of the House Government Reform Committee, we 
requested basic information on the number and nature of such systems. 
The CIA did not provide us with the information, claiming that they would 
not be able to participate in the review because the type of information is 
under the purview of congressional entities charged with overseeing the 
Intelligence Community. 

• For our review of the policies and procedures used by the Executive 
Office of the President to acquire and safeguard classified intelligence 
information, done for the House Rules Committee, we asked to review CIA 
forms documenting that personnel had been granted appropriate 
clearances. The CIA declined our request, advising us that type of 
information we were seeking came under the purview' of congressional 
entities charged with overseeing the intelligence community. 


Conclusion Cur access to CIA information and programs has been limited by both 

legal and practical factors. Through the years our access has varied and 
we have not done detailed audit wmrk at CIA since the early 1960s. Today, 
our access is generally limited to obtaining information on threat 
assessments when the CIA does not perceives our audits as oversight of its 
activities. We foresee no major change in our current access without 
substantial support from Congress — the requestor of the vast majority of 
our work. Congressional impetus for change would have to include the 
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support of the intelligence committees, who have generally not requested 
GAO reviews or evaluations of CIA activities. With such support, we could 
evaluate some of the basic management functions at CIA that we now 
evaluate throughout the federal government. 

This concludes our testimony. We would be happy to answer any 
questions you may have. 

GAO Contacts and Staff Acknowledgment 

For future questions about this testimony, please contact Henry L. Hinton, 
Jr., Managing Director, Defense Capabilities and Management at 
(202) 512-4300. Individuals making key contributions to this statement 
include Stephen L. Caldwell, James Reid, and David Hancock. 
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Appendix I: Legal Framework for GAO and 
CIA 


C AO’s Audit Author] tv The foUowin § Statutory provisions give GAO broad authority to review 
J agency programs and activities: 

• 31 U.S.C. 712 : GAO has the responsibility and authority for investigating 
matters relating to the receipt,, disbursement, and use of public money, and 
for investigating and reporting to either House of Congress or appropriate 
congressional committees. 

• 31 IJ.S.G. 737 : GAO is authorized to evaluate the results of programs and 
activities of federal agencies. Reviews are based upon the initiative of the 
Comptroller General, an order from either House of Congress, or a request 
from a committee with jurisdiction. 

• 31 U.S.C. 3523 : This provision authorizes GAO to audit financial 
transactions of each agency, except as specifically provided by law. 

• 31 U.S.C. 3524 : This section authorizes GAO to audit unvouchered 
accounts (i.e., those accounted for solely on the certificate of an executive 
branch official). The President may exempt sensitive foreign intelligence 
and counterintelligence transactions. CIA expenditures on objects of a 
confidential, extraordinary, or emergency nature under 50 U.S.C. 403j(b) 
are also exempt. Transactions in these categories may be reviewed by the 
intelligence committees. 


GAO’s Access-to- 
Reeords Authority 


31 U.S.C. 716 : GAO has a broad right of access to agency records. 
Subsection 716(a) requires agencies to give GAO information it requires 
about the “duties, powers, activities, organization, and financial 
transactions of the agency.” This provision gives GAO a generally 
unrestricted right of access to agency records. GAO in turn is required to 
maintain the same level of confidentiality for the information as is required 
of the head of the agency from which it is obtained. 

Section 716 also gives GAO the authority to enforce its requests for 
records by filing a civil action in federal district court. Under the 
enforcement provisions in 31 U.S.C. 716(d)(1), GAO is precluded from 
bringing a civil action to compel the production of a record if: 

1 . the record relates to activities the President, designates as foreign 
intelligence or counterintelligence (see Executive Order No. 12333, 
defining these terms); 
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legislation 


2. the record is specifically exempted from disclosure to GAO by statute; 
or 

3. the President or the Director of the Office of Management and Budget 
certifies to the Comptroller General and Congress that a record could 
be withheld under the Freedom of Information Act exemptions in 5 
U.S.C. 552(b)(5) or (7) (relating to deliberative process and law 
enforcement information, respectively), and that disclosure of the 
information reasonably could be expected to impair substantially the 
operations of the government. 

Although these exceptions do not restrict GAO’s basic rights of access 
under 31 U.S.C. 716(a), they do limit GAO’s ability to compel the 
production of particular records through a court action. 


The CIA has broad authority to protect intelligence-related information but 
must keep the intelligence committees fully and currently informed of the 
intelligence activities of the United States. 

• 50 U.S.C. 403-3fc1f61 and 403g : Section 403-3 requires the Director of the 
CIA to protect, “intelligence sources and methods from unauthorized 
disclosure. ...” Section 403g exempts the CIA from laws “which require the 
publication or disclosure of the organization, functions, names, official 
titles, salaries, or numbers of personnel employed by the Agency. With the 
exception of unvouchered expenditures, CIA’s disclosure of information to 
GAO would be an authorized and proper disclosure under 31 U.S.C. 716(a). 

• 50 U.S.C. 403i : The CIA has broad discretion to use appropriated funds for 
various purposes (e.g., personal services, transportation, printing and 
binding, and purchases of firearms) without regard to laws and regulations 
relating to tire expenditure of government funds. The statute also 
authorizes the Director to establish an unvouchered account for objects of 
a confidential, extraordinary, or emergency nature. We recognize that the 
CIA’s unvouchered account authority constitutes an exception to GAO’s 
audit and access authority, but this account deals with only a portion of 
CIA’s funding activities. 

• 50 U.S.C. 413 ; This section provides a method for maintaining 
congressional oversight over intelligence activities within the executive 
branch. The statute requires the President to ensure that the intelligence 
committees (the Senate Select Committee on Intelligence and the House 
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Permanent Select Committee on Intelligence) are kept fully and currently 
informed of U.S. intelligence activities. 


(350098) 
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Mr. Horn. Our next witness is Ivan Eland, director of defense 
policy studies at the Cato Institute. 

STATEMENT OF IVAN ELAND, DIRECTOR OF DEFENSE POLICY 
STUDIES, CATO INSTITUTE 

Mr. Eland. Thank you, Mr. Chairman and other members of the 
committee. It’s a pleasure to appear before the committee to give 
my remarks on this vital topic. 

As important as safeguarding sensitive intelligence information 
is to the CIA, the intelligence community and the executive branch, 
more paramount concerns exist in a constitutional republic. React- 
ing to European monarchs who ran foreign and military policy, 
often disastrously and with few constraints imposed by their sub- 
jects, the founders of the American Nation enshrined in the U.S. 
Constitution a vital role for Congress, the arm of the people in for- 
eign and national security policy. 

James Madison noted that experience showed that checks and 
balances within the Government were needed to guard against the 
Founders’ greatest fear, the risky accumulation of power in one 
branch of government. In short, Madison wrote, “Ambition must be 
made to counteract ambition.” 

The checks and balances written into the Constitution, which go 
to the heart of a constitutional republican form of government, en- 
sure that no branch of government can dominate U.S. foreign and 
defense policy. Thus, Congress has vital oversight responsibilities 
for executive branch agencies involved in foreign affairs and na- 
tional security, including CIA and the intelligence community. 

Even in a constitutional republic, however, some secrecy in for- 
eign affairs and defense is needed, obviously; but when secrecy and 
accountability clash, which the presumption should be with ac- 
countability, accountability should be especially preferred in the 
lower external threat environment of a postcold war world. 

Unlike most other government entities, the intelligence agencies 
get only limited scrutiny from the media, the public, conflicting in- 
terest groups and the courts. Also, U.S. Government secrets are not 
the exclusive property of the executive branch. Congressional com- 
mittees are entitled to, and also have a duty to examine them to 
ensure that the secretive intelligence community is acting in the 
interests of the people it is supposed to be defending. Of course, we 
have well-known instances where the intelligence agency did not 
act in this fashion. For those reasons, congressional oversight by 
more than just the small and too easily co-opted, in my opinion, in- 
telligence committees is especially vital. 

However, in most cases accountability does not run afoul of se- 
crecy. In fact, in this case, the Government Reform Committee is 
trying to ensure that the CIA’s computer systems adequately se- 
cure the sensitive information. In fact, in recent decades, the trend 
has been to expand the circle of those responsible for overseeing in- 
telligence activities. The expansion of oversight is even more appro- 
priate now that the worldwide Communist menace has collapsed. 

To help guide the House committees in performing oversight, the 
Rules of the House delineate special oversight functions for various 
committees. In that part of the Rules, clause (3)(1), the Permanent 
Select Committee on Intelligence, “shall review and study on a con- 
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tinuing basis laws, programs and activities of the intelligence com- 
munity and shall review and study on an exclusive basis the 
sources and methods,” of agencies of the intelligence community, 
including CIA. 

The phrase “on an exclusive basis” is very telling because the ex- 
clusive purview of the House Intelligence Committees is restricted 
to examining sources and methods. By implication, the other com- 
mittees can study laws, programs and activities of the intelligence 
community, for example, CIA cybersecurity. If “sources and meth- 
ods” is broadly read as Mr. Woolsey states, then why is the “on an 
exclusive basis” clause needed at all? The other committees can’t 
review anything under this interpretation anyway, because the CIA 
method is all-encompassing. 

My interpretation fits well with another passage in the House 
Rules that specifically governs the Permanent Select Committee on 
Intelligence, clause ll(b)3. It says, “Nothing in this clause shall be 
construed as prohibiting or otherwise restricting authority of any 
other committee to study and review an intelligence or intelligence- 
related activity to the extent that such activity directly affects a 
matter otherwise within the jurisdiction of that committee.” 

Once again, “sources and methods” is normally taken to mean 
“collection.” If “method” is read broadly, as Mr. Woolsey states, why 
even put this clause in at all? Everything is a method, and so other 
committees besides the Intelligence Committees cannot review any- 
thing. 

Those same House Rules give the Government Reform Commit- 
tee broad oversight over the operation of the executive branch 
agencies. Clause 3(e) states, “The Committee on Government Re- 
form shall review and study on a continuing basis the operation of 
government activities at all levels with a view to determining their 
economy and efficiency.” That’s a pretty broad purview. 

So it’s been very clear from the time of the creation of the Intel- 
ligence Committees in the late 1970’s that they did not have exclu- 
sive jurisdiction over intelligence and intelligence-related activities 
or access to intelligence products; the mere name, Select Commit- 
tee, indicates that. The House Rules seem very clear on that point. 

But if any dispute over internal House jurisdictions occurs, it 
should be between the intelligence community and another commit- 
tee, not between the CIA and the other committee. The CIA should 
allow congressional committees to interpret rules made by their 
own Chamber, and in fact, maybe outside experts ought to let the 
committees work this out as well. 

In short, the CIA appears to have no basis for its refusal to tes- 
tify before the Government Reform Committee. The Government 
Reform Committee’s effort to investigate CIA’s cybersecurity seems 
to be well within its constitutional responsibilities and its jurisdic- 
tion under the House Rules to review government economy and ef- 
ficiency. 

Furthermore, as long as the committee refrains from directly ex- 
amining the CIA “sources and methods of intelligence” — and I read 
this to be “collection,” which is unlikely in an investigation of the 
CIA’s cybersecurity, the committee seems to have a compelling case 
under the Rules for examining the agency’s intelligence activities 
and products during its investigation. 
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That concludes my verbal statement. I’ll be happy to answer 
questions at the appropriate time. 

Mr. Horn. Thank you very much. 

[The prepared statement of Mr. Eland follows:] 
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Testimony of Ivan Eland, Director of Defense Policy Studies, Cato Institute 
Before the Subcommittee on Government Efficiency, 
Government Reform Committee, U.S. House of Representatives 

July 18, 2001 


As important as safeguarding sensitive intelligence information is to the Central 
Intelligence Agency (CIA), the intelligence community, and the Executive Branch, more 
paramount concerns exist in a constitutional republic. Reacting to European monarchs 
who ran foreign and military policy— often disastrously— with few constraints imposed by 
their subjects, the founders of the American nation enshrined in the U.S. Constitution a 
vital role for Congress — the arm of the people— in foreign and national security policy. 
.Tames Madison, writing in The Federalist, No. 51, stated: “A dependence on the people 
is, no doubt, the primary control of government.” But he also noted that experience 
showed that “auxiliary precautions,” that is, checks and balances within the government, 
were needed to guard against the founders’ greatest fear — the risky accumulation of 
power in one branch of government. In short, Madison wrote: “Ambition must be made 
to counteract ambition.” 1 

The checks and balances written into the Constitution — which go to the heart of 
the U.S. system of republican government — ensure that no branch of government can 
dominate U.S. foreign and defense policy. For example, the Senate must approve treaties 
with foreign nations and confirm the Secretary of State, other high level State Department 
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officials, and ambassadors. Furthermore, the Constitution says that the Congress has the 
power to declare war, provide for the common defense, raise armies, maintain a navy and 
make all laws “necessary and proper” to execute those powers. Thus, the Congress has 
vital oversight responsibilities for Executive Branch agencies involved in foreign affairs 
and national security, including the CIA and the intelligence community. 

Secrecy Versus Accountability 

Even in a constitutional republic, some secrecy in foreign affairs and defense is 
needed; but when secrecy and accountability clash, the presumption should be with 
accountability. Accountability should be especially preferred in the lower external threat 
environment of a post-Cold War world. 

The constitutional checks and balances at the core of the U.S. Constitution should 
not be undermined lightly. Unlike most other govermnent entities, the intelligence 
agencies get only limited scrutiny from the media, the public, conflicting interest groups, 
and the courts. Furthermore, bureaucracies in national security can abuse the security 
cloak to avoid doing what Congress wants them to do. U.S. government secrets are not 
the exclusive property of the Executive Branch; congressional committees are entitled to, 
and also have a duty to, examine them to ensure that the secretive intelligence community 
is acting in the interest of the people it is supposed to be defending. Although the 
intelligence community uses the excuse that Congress is a leaking sieve, the Executive 
Branch is widely recognized as the origin of most leaks of secrets. For all of those 
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reasons, congressional oversight by more than just the small (compared to the 45 
Executive Branch entities involved in intelligence) and too easily co-opted intelligence 
committees is vital. 

In most cases, accountability does not run afoul of secrecy. In fact, according to 
Loch Johnson, an analyst who spent 13 years interviewing more than 500 intelligence 
officers, many intelligence officials— including former CIA directors — concluded that 
recent improvements in accountability have not undermined the effectiveness of 
intelligence. 2 Congressional staffs have the same security clearances possessed by 
Executive Branch personnel, and hearings closed to the public can be used if the 
information to be discussed is too sensitive for an open airing. 

Even when accountability does clash with secrecy, the Congress must ask if the 
secrecy is warranted. Intelligence agencies develop a “culture” of secrecy that can 
sometimes be excessive. For example, for a short window of time after the Cold War 
ended, the amount of the U.S. annual intelligence budget was made public. Eventually, 
the intelligence bureaucracy reasserted itself and again covered it with a blanket of 
secrecy. Yet for many years, the actual value of the intelligence budget has been one of 
the worst kept secrets in Washington. 

In recent decades, the trend has been to expand the circle of those responsible for 
overseeing intelligence activities. Formerly, the monitoring of CIA activities used to be 
confined to the chairman and ranking minority of the defense committees and one or two 


3 



51 


senior staff. In the 1970s, after congressional hearings exposing abuses in the 
intelligence community, the intelligence committees were formed. As the following 
examination of the House rules governing both the intelligence committee and 
congressional oversight of Executive Branch agencies will show, the number of 
committees that monitor intelligence and intelligence-related activities and have access to 
products from those activities has increased. That expansion of oversight is even more 
appropriate now that the worldwide communist menace has collapsed. 

House Rules on Legislative Oversight 

To help guide House committees in performing oversight, the rules of the House 
delineate “special oversight functions” for various committees. In that part of the rules (3 
(1)), the Permanent Select Committee on Intelligence “shall review and study on a 
continuing basis laws, programs, and activities of the intelligence community and shall 
review and study on an exclusive basis the sources and methods” of agencies of the 
intelligence community, including the CIA (emphasis added). The phrase “on an 
exclusive basis” is very telling. Because the exclusive purview of the House intelligence 
committee is restricted to sources and methods, by implication, other committees can 
study laws, programs, and activities of the intelligence community. 

That interpretation fits well with two other passages in the House rules that 
specifically govern the Permanent Select Committee on Intelligence. Section 1 1(b)(3) 
states: 
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Nothing in this clause shall be construed as prohibiting or otherwise restricting the 
authority of any other committee to study and review an intelligence or 
intelligence-related activity to the extent that such activity directly affects a matter 
otherwise within the jurisdiction of that committee. 

And according to Section 1 1 (b)(4). 

Nothing in this clause shall be construed as amending, limiting, or otherwise 
changing the authority of a standing committee to obtain full and prompt access to 
the product of the intelligence and intelligence-related activities of a department 
or agency of the Government relevant to a matter otherwise within the jurisdiction 
of that committee. 

Thus, the House rules clearly state that other committees besides the intelligence 
committee can investigate intelligence and intelligence-related activities and obtain 
access to intelligence products, as long as they are related to a matter within the purview 
of those committees. 

Those same House rules give the House Government Reform Committee broad 
oversight over the operation of Executive Branch agencies. Section 3(e) states: 
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The Committee on Government Reform shall review and study on a continuing 
basis the operation of Government activities at all levels with a view to 
determining their economy and efficiency. 

Therefore, the House rules seem to give the Committee on Government Reform 
the authority to investigate intelligence and intelligence-related activities and obtain the 
products of such activity when it is reviewing any government activity for economy and 
efficiency (as long as it does not involve reviewing intelligence sources and methods). 

Reinforcing the seemingly plain language of the previously cited passages of the 
House rules is the implied protection for other committees whose jurisdictions might 
overlap that of the House intelligence committee. By making the intelligence panel a 
select committee, instead of a standing committee, the House indicated that the panel did 
not have exclusive jurisdiction over most matters in intelligence (the Senate also made its 
intelligence panel a select committee). Furthermore, Section 1 1(a)(1) of the House rules 
provides that the intelligence committee will consist of at least one representative from 
other specified congressional committees. Although those committees are all security- 
related committees, the intent of the rules seems to be to preserve the right of other 
committees to examine intelligence and intelligence-related activities and products. 

Further illustrating the prerogatives of other House committees is the right to have 
proposed legislation related to intelligence activities referred to them as long as it falls 
within their jurisdiction. The annual bill to authorize the funding of intelligence agencies 
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is regularly and sequentially referred to other committees with jurisdiction. When other 
committees are interested in specific legislative provisions, the intelligence committee 
often includes them in legislation separate from the intelligence authorization act. In 
practice, the intelligence committees seek concurrence of other committees before 
reporting other legislation that could trigger a request for a referral. The other 
committees have leverage over the intelligence committee because they could hold up — 
through a request for referral or other delaying tactic — or oppose a bill if the intelligence 
committee does not get their prior concurrence. 

So it has been very clear from the time of creation of the intelligence committees 
in the late 1970s that they did not have exclusive jurisdiction over intelligence and 
intelligence-related activities or access to intelligence products. The House rules seem 
fairly clear on that point. But if any dispute over internal House jurisdictions occurs, it 
should be between the intelligence committee and another committee, not between the 
CIA and the other committee. The CIA should allow congressional committees to 
interpret rules made by their own chamber. 

The CIA Appears to Have No Basis for Its Refusal to 
Testify Before the Government Reform Committee 


The Government Reform Committee’s effort to investigate cyber security seems 
to be well within its jurisdiction under the House rules to review government economy 
and efficiency. Furthermore, as long as the committee refrains from directly examining 
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the CIA’s sources and methods of intelligence (unlikely in an investigation of CIA’s 
cyber security), it seems to have a compelling case under the rules for examining the 
agency’s intelligence activities and products during its investigation. While conducting 
the investigation, the committee seems to have the implicit authority under the rules to 
compel the CIA to testify at an oversight hearing. Because the committee does not have 
control over the CIA’s budget (as do the intelligence committees and the appropriations 
committees’ subcommittees on defense), its ability to compel CIA testimony at hearings 
becomes even more vital for conducting adequate oversight of economy and efficiency. 

The CIA’s refusal to testify before the Government Reform Committee is made 
all the more mysterious by its recent testimony before the Joint Economic Committee on 
a similar subject. On June 21, 2001, Lawrence K. Gershwin, the National Intelligence 
Officer for Science and Technology from the CIA, gave the testimony, “Cyber Threat 
Trends and U.S. Network Security,” at the Joint Economic Committee’s hearing, “Wired 
World: Cyber Security and the U.S. Economy.” 1 Granted, that hearing was on the CIA’s 
assessment of the vulnerability of the nation’s computer systems to hostile entry rather 
than on the vulnerability of CIA’s computers to similar penetration, but the House rules 
treat non-intelligence committees’ review of intelligence activities similar to their access 
to intelligence assessments (see sections 1 1(b)(3) and 1 1(b)(4) of the House rules quoted 
above). In short, other committees are not restricted from reviewing intelligence 
activities or obtaining intelligence products. To comply with the House rules, other 
committees’ access to information about CIA’s cyber security efforts for its own 
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computers should be treated no differently by the agency than access to its assessment of 
foreign threats to U.S. computer systems. 


Can the Intelligence Committees Alone Adequately Monitor the CIA? 

After the abuses by the intelligence agencies in the early 1970s, the Congress 
correctly consolidated the fragmented oversight of those agencies into the Senate and 
House intelligence committees. But although their staffs are specialists in intelligence 
activities, the intelligence committees of both houses can sometimes get co-opted by tire 
agencies they oversee or exhibit other self-restraints that can undermine their oversight. 
Some examples will illustrate the point. The intelligence committees: 


■ claim the right to hire their staff members over the security objections of the 
Director of Central Intelligence or the Secretary of Defense, but in practice it 
rarely occurs; 

■ are willing to restrict the scope of their requests for classified infonnation or limit 
the manner in which it is handled; 

■ have a high turnover among the chairmen and members, which limits the 
accumulation of experience that can compete with the vast institutional memory 


9 



57 


of the CIA and other agencies (on the other hand, the rotation of personnel may, 
in some respects, may make the panel less captive to the intelligence community); 

■ avoid investigating improprieties by individuals unless they are symptomatic of a 
system-wide problem or part of a bad policy at the agency involved. Even in that 
instance, the committees shy away from the problem if it is being considered by 
the agency; 4 

■ make too little use of the U.S. General Accounting Office (GAO), the 
congressional investigative arm, especially for investigations of the CIA. 
Increased access to the CIA and other intelligence agencies by GAO and greater 
use of GAO by the committees could augment substantially the committees’ 
ability to adequately monitor the activities of the intelligence community. 

The first and second self-restraints by the committees allow the intelligence agencies 
to shield their activities from congressional inquiry under the guise of security 
considerations. 

The best indicator of how much the Congress fears the cooptation of the intelligence 
committees by the spy agencies occurs during crises. During those periods, the Congress 
does not seem to seem to have much confidence in the intelligence committees. During 
the Iran-Contra affair in the late 1980s, the intelligence committees lost credibility and 
select committees were created to lead the congressional investigations. When covert 
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action in Angola during the Reagan administration became controversial, the issue 
migrated from the intelligence committees to other committees and the full chambers of 
both houses . 5 

Because the intelligence committees can be co-opted by the agencies whose 
operations they oversee on a day-to-day basis, the constitutional check by Congress on 
the Executive Branch is enhanced when other more disinterested committees look at the 
CIA’s work. For example, in determining the economy and efficiency of the CIA’s 
activities, the Subcommittee on Government Efficiency of the Government Reform 
Committee — which looks at the issue government-wide — might better assess the 
agency’s efforts than the intelligence committee, which would have less comparative 
information from other government entities on which to base its analysis. 

Conclusion 

The Subcommittee on Government Efficiency of the House Government Reform 
Committee seems to have clear authority under both the U.S. Constitution and the House 
rules to conduct oversight of intelligence and intelligence-related activities for economy 
and efficiency — its areas of jurisdiction — and to gain access to intelligence products. 
(Under the House rules, the only area where the subcommittee seems to be restricted is in 
the direct examination of the highly classified sources and methods of intelligence, which 
is reserved for the intelligence committee. But the subcommittee would be unlikely to 
need to examine such sources and methods in a review of CIA cyber security.) It is clear 
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that the House (and the Congress as a whole) has never given the intelligence 
committee(s) sole oversight authority over intelligence activities, especially when other 
committees have legitimate jurisdiction. 
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13 



61 


Mr. Horn. Our last presenter before the Chair is Colonel Daniel 
M. Smith, a West Point cadet who spent a lot of his time in the 
Army on intelligence assignments. So we welcome you here, Colo- 
nel Smith, and would appreciate any advice you wish to give the 
committee. 

STATEMENT OF COLONEL DANIEL M. SMITH, USA (RET.), 
CHIEF OF RESEARCH, CENTER FOR DEFENSE INFORMATION 

Colonel Smith. Thank you, Mr. Chairman. My remarks are going 
to come from the perspective of an information gatherer, a user of 
finished intelligence, and last but not least important, as an ordi- 
nary citizen. 

As a career military intelligence officer, I retain a bias in favor 
of the need for the U.S. Government to keep secret information 
that it deems might be helpful to an adversary or competitor if that 
information became known. The Government also has an interest 
in collecting information about other nations and foreign individ- 
uals with a view toward understanding, and if possible, influencing 
behavior of these nations and individuals. How and on what basis 
these decisions are made also is information that needs to be pro- 
tected. 

On the other hand, as a career citizen of the United States, a 
status that preceded and postdated my military service, I have a 
bias in favor of maximum openness in government, including jus- 
tification of actions taken or not taken on behalf of myself and 
other citizens. Although there are legitimate security reasons to 
withhold information from the general public, such as sources and 
methods used to acquire information on which decisions are based, 
the threshold for withholding information from the elected rep- 
resentatives of the people must be significantly higher than for the 
general public. Otherwise, the Congress can never know for sure 
whether it is carrying out its sworn duty to protect the public’s 
general welfare against potential government intrusion into areas 
protected by the Constitution, and to properly allocate resources 
among the various legitimate requirements of the Nation in gen- 
eral and the intelligence agencies in particular. 

This subcommittee can, I believe, exercise oversight in intel- 
ligence activities from the standpoint of efficiency and fiscal man- 
agement without increasing the possibility that sensitive informa- 
tion inadvertently will be revealed. Considering the size of the in- 
telligence community itself, I am not overwhelmed by the possible 
numbers cited by Director Woolsey of those with an interest in 
oversight of intelligence activities. 

While there is a legitimate security requirement to limit the dis- 
semination of sensitive information and material on a need-to-know 
basis, such need-to-know restrictions must be carefully evaluated to 
ensure they do not become an excuse to withhold information arbi- 
trarily or to conceal failures or even misdeeds. Making information 
usable to different levels of Government, and even to the public, by 
blending in as many sources and methods as possible and screen- 
ing out information that could only come from restricted sources is 
a job of professional intelligence analysts. 

Judging how well they are doing and whether priorities and ex- 
penditures are in line with the perceived threats is the job of Con- 
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gress, and for that, Congress needs to have access and to hear 
from — in executive session if necessary — knowledgeable representa- 
tives of U.S. intelligence agencies. 

Thank you, Mr. Chairman. 

Mr. Horn. Thank you. 

[The prepared statement of Colonel Smith follows:] 
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Statement of Colonel Daniel M. Smith, USA (Ret.) 

Chief of Research, Center for Defense Information 
before the Subcommittee on 

Government Efficiency, Financial Management, and Intergovernmental Relations 

of the 

House Committee on Government Reform 

Of my 26 years on active military service, 1 6 were spent in military intelligence 
assignments, including one year in Vietnam, three years in a regular Army division, and seven 
years in the Defense Intelligence Agency. 

As a career military intelligence officer, I retain a bias in favor of the need for the United 
States government to keep secret information that it deems might be helpful to an adversary or 
competitor if that information became known. The government also has an interest in collecting 
information about other nations and foreign individuals with a view towards understanding and, 
if possible, influencing the behavior of these nations and individuals. How and on what basis 
these decisions are made also is information that needs to be protected. 

On the other hand, as a career citizen of the United States, a status that preceded and post- 
dates my military service, I have a bias in favor of maximum openness in government, including 
justification of actions taken or not taken ostensibly on behalf of myself and other citizens. While 
there are legitimate security reasons to withhold information from the general public — such as 
sources and methods used to acquire information on which decisions are based — the threshold 
for withholding information from the elected representatives of the people must be significantly 
higher than for the general public. Otherwise the Congress can never know for sure whether it is 
carrying out its sworn duty to protect the public's general welfare against potential government 
intrusion into areas protected by the Constitution and to properly allocate resources among the 
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various legitimate requirements of the nation in general and the intelligence agencies in 
particular. 

This subcommittee can, I believe, exercise oversight of intelligence activities from the 
standpoint of efficiency and fiscal management without increasing the possibility that sensitive 
information inadvertently will be revealed. 

As stated already, the most sensitive aspects of intelligence are sources and methods. To 
repeat the obvious, sources are the origin of information — for example, photographs; electronic 
communications such as telephones, telegraph. Email, and microwave transmissions; radar and 
sonar scans; people; and books and other printed material. Methods are the manner by which the 
information is collected — satellites carrying cameras or electronic devices that can detect electro- 
magnetic signals; airplanes and ships similarly equipped; intercepting microwave or satellite 
communications; lip reading a conversation; going to an arms bazaar and observing, taking 
pictures, or picking up pamphlets; or asking a direct question of someone willing to provide 
information. 

In general, the more closely held the information is, the fewer the sources. Thus, should 
an adversary learn that the United States has such information, the easier it is for the adversary to 
determine the source of the revealed information and close our access to the source. This is why 
every attempt is made to blend sources and to screen out information that could only come from 
one or a few sources from finished intelligence products that are to be disseminated to 
intelligence consumers lacking special clearances. 

Similarly, the more closely held the information is, the fewer methods there are to obtain 
it. Planes like the Navy EP-3 that collided with the Chinese F-8 fighter on April 1 collect certain 
electronic signals, some of which can be collected by satellites. But satellites collect other or 
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confirming data via photographs and cover areas beyond the range of equipment on airplanes 
flying in international airspace, and the targets can be different echelons (national level vs. 
operational level). Some information, such as intentions of heads of government, can only be 
learned before an announcement by talking with people close to or at the top. And personal 
interaction also provides insight into what others know or suspect about U.S. offensive and 
defensive capabilities and plans. 

Information that cannot be distributed to those who need it is useless. This applies both to 
those in the intelligence and military communities and to those in policy-making positions who 
have responsibilities under the Constitution to act in the name of, on behalf of, or to protect the 
citizens of the United States. 

While there is a legitimate security requirement to limit the dissemination of sensitive 
material on a need-to-know basis, such need-to-know restrictions must be carefully evaluated to 
ensure they do not become an excuse to withhold information arbitrarily or to conceal failures or 
even misdeeds. Making information usable to different levels of government (and even to the 
public) by blending as many sources and methods as possible and screening out information that 
could only come from restricted sources is the job of professional intelligence analysts. Judging 
how well they are doing — and whether priorities and expenditures are in line with the perceived 
threats — is the job of Congress. And for that, Congress needs to have access to and hear from — 
in executive session if necessary — knowledgeable representatives of U.S. intelligence agencies. 



67 


Mr. Horn. We’ll now have the opening statement of my col- 
league, the ranking minority member of the Subcommittee on Gov- 
ernment Efficiency, Financial Management and Intergovernmental 
Relations, Ms. Schakowsky. 

Ms. Schakowsky. Thank you, Mr. Chairman. I appreciate you 
and Mr. Shays for convening today’s hearing to highlight some of 
the examples of roadblocks that the CIA has put up to necessary 
and effective congressional oversight. It’s really an honor for me to 
be here with this expert panel, and I wanted to say, particularly 
to Mr. Hamilton, somebody I’ve admired for a very long time, I ap- 
preciated all of your informed testimony. 

I am sure for each member here there’s at least one story of frus- 
tration with the CIA and its unwillingness to cooperate. In the 
wake of the April 20th shoot-down of an American missionary 
plane over Peru and the killing of American citizens on board, 
members on both sides of the aisle were shocked when the CIA did 
not show up for a hearing of the Criminal Justice, Drug Policy and 
Human Resources Subcommittee to review circumstances that were 
leading to that tragedy. 

Having a particular concern with the fact that private military 
personnel, under contract with the CIA, were responsible for pro- 
viding the information that led to the shoot-down, I called the CIA 
to ask some questions. After numerous calls that I made person- 
ally, as well as my staff, someone from the agency finally called to 
inform me that I would not be provided with any information and 
that the agency would neither confirm nor deny any involvement. 

As a Member of Congress with responsibility for voting on 
whether to allow such programs to exist and a member of the 
House’s oversight committee, I was mystified and outraged. An 
American citizen and her infant daughter were killed, the United 
States played a prominent role, and now we have an agency telling 
Congress to mind its own business. This is our business, and I 
think we need to demand some answers. 

So I share your frustration, Mr. Chairman, and urge you to work 
with Chairman Burton to subpoena the information you have re- 
quested. I’m still waiting to hear from the CIA about the details 
of the shoot-down over Peru and believe the committee should also 
subpoena all audio- and videotapes, transcripts and other materials 
pertaining to the shoot-down of the missionary plane. 

The need for greater CIA compliance with inquiries and inves- 
tigations is exemplified by their failure to even follow the most 
basic principles of law. Not only does the CIA refuse to recognize 
the rights of Congress, the agency often does not comply with laws 
that protect the public. In 1998, Amnesty International filed a 
Freedom of Information Act request with the CIA, seeking informa- 
tion about possible U.S. links to the Colombian military group, Los 
Pepes. 

The FOIA request was not answered until a little over a month 
ago — 1998 till a month ago — after Amnesty International had 
found no other alternative but to file suit. Under the terms of the 
FOIA law, every U.S. agency has an obligation to respond within 
10 days. It took the CIA 3 years, numerous press reports and a 
hugely successful book on the subject, and a lawsuit to say they 
could neither, “confirm nor deny the existence or nonexistence of 
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records.” Incidentally, what Amnesty International is trying to un- 
cover, information about drug trafficking terrorists that may have 
colluded with U.S. agencies to carry out an assassination, should 
be at the forefront of every Member’s concern. 

In the fall of last year, I circulated a letter that was sent to 
President Clinton, asking for an investigation into these disturbing 
allegations. I realize it sounds more like a movie plot than real life, 
but unfortunately, this story line has come to characterize the way 
the agency is perceived by the public and the Congress. 

It is difficult to stand behind an agency that refuses to cooperate 
and seems to thrive on the practice of stonewalling, so I appreciate 
very much the suggestions that you’ve made of more comprehen- 
sive approaches and look forward to working with the chairman, 
both chairmen, to resolve some of the concerns that we have. 
Thank you. 

Mr. Horn. I thank the lady from Illinois. 

Now I am going to start in with some questions with Mr. Hamil- 
ton. You mentioned independent oversight, and it’s my understand- 
ing that the House Permanent Select Committee on Intelligence 
staff includes a number of current and former CIA personnel. I un- 
derstand how this can be important to certain aspects of the com- 
mittee’s duties, but could this close relationship hinder the commit- 
tee’s ability to conduct independent oversight? 

Mr. Hamilton. Mr. Chairman, I think there is always a great 
deal of suspicion toward the Central Intelligence Agency, certainly 
by the American public, but also Members of the House who are 
not members of the committee. And I think it’s the responsibility 
of the House Permanent Select Committee to, No. 1, do everything 
they can to conduct extremely rigorous, vigorous oversight of the 
Central Intelligence Agency, hold their feet to the fire, make them 
report on incidents like the Peru airplane incident, in very great 
detail. 

Now, the problem has always been to what extent does the select 
committee share information with other members, and, quite frank- 
ly, that’s a part of oversight that has never been worked out very 
well; and it’s an internal matter, it seems to me, that has to be 
worked on and resolved. I think the Intelligence Committee needs 
to be responsive to Members of Congress who are not members of 
the Intelligence Committee. You raised the question kind of an in- 
cestuous relationship, I guess, between staff and the Intelligence 
Community. To some extent that may exist, but I think there also 
are a good many staffers there that are quite independent of it. 

Let me emphasize again how important I think that independ- 
ence is, because the President has the Foreign Intelligence Board. 
He appoints all those members. Very rarely in my experience will 
that Board step forward and say, Mr. President, the CIA, or some 
other aspects of our Intelligence Community, is out of bounds. The 
only independent oversight that this massive Intelligence Commu- 
nity gets is the Congress, and so it is important that oversight be 
done very rigorously and that it not fall prey to what the chairman 
is asking here, that it become co-opted by the Intelligence Commu- 
nity. You have to keep working at that. I mean it’s something you 
just have to keep working at. 
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Incidentally, that’s one reason you have a limitation on the terms 
of the members of the House Select Committee, the argument 
being that if you have a permanent membership, that relationship 
becomes too cozy. 

Mr. Horn. Mr. Woolsey, during your tenure, did the CIA provide 
detailees to the congressional Intelligence Committees, and what 
was their role? 

Mr. Woolsey. I remember one to the Senate committee that was 
requested by the Senate, but I don’t remember any others. I’d have 
to go back and look, Mr. Chairman, but I don’t recall more than 
one at this point. 

Mr. Horn. Do you recall any other Directors before your position 
that did that? 

Mr. Woolsey. I don’t know. I got the impression that it was done 
from time to time but wasn’t all that common. I don’t remember 
retired CIA members, officers who were on the committees when 
I was Director, except, again, one. There might have been more, 
but certainly most of the staffers were not either detailees or 
former CIA. 

Mr. Hamilton. Mr. Chairman, if I may just observe, an awful lot 
of the work of the Intelligence Committee is highly technical, and 
you do need on the staff of that committee people who have de- 
tailed knowledge of satellites and all kinds of technological mir- 
acles. You don’t pick that up on the street. You get it from people 
that have worked in that area. And so the problem that you raise, 
I think, is a real one. The flip side of it is that the committee has 
to have staff that can go head to head with the Intelligence Com- 
munity experts on all of their technology. 

Mr. Horn. Would that be your policy also, Mr. Woolsey? 

Mr. Woolsey. Yes, Mr. Chairman. It’s up to the committee chair- 
man who he picks. I’ve been out of the CIA for 6Y2 years. I’ve testi- 
fied before both committees, and my experience has been that the 
occasional staff member who has background in the Intelligence 
Community, whether it’s CIA or otherwise, his loyalty is owed to 
the chairman of the committee. Also they have always been vigor- 
ous in their questioning and the like. 

Mr. Horn. And you believe you had close relationships with the 
detailees? Did either your staff director or you sort of keep track 
of them? 

Mr. Woolsey. You mean when I was Director? 

Mr. Horn. Right. 

Mr. Woolsey. I don’t remember who they were, and I certainly 
didn’t keep close track of them. My relations were with the chair- 
man, the members, and occasionally with staff. And I had with my 
two House committee chairmen, Congressman Glickman and Ap- 
propriations Subcommittee chairman, Congressman Murtha, excel- 
lent relations with them and the staff. That didn’t mean that they 
didn’t question me vigorously, but we got along fine. 

On the Senate side I got along fine with my appropriations chair- 
man, Senator Inouye. The Senate Select Committee chairman, Sen- 
ator DeConcini, and I were another matter. But what gave an over- 
all cast to my relations with the four committees I dealt with was 
not the former status of any of the staff members, but it was deal- 
ings with the chairman and the ranking member. 
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Mr. Horn. Did either one of you use the General Accounting Of- 
fice to conduct reviews in terms of the work of the committee? 

Mr. Hamilton. Mr. Chairman, my recollection is we did not use 
the General Accounting Office for reasons that I think Mr. Hinton 
made pretty clear. They just don’t feel they have the authority to 
examine it in great detail; so it was not a useful arm for us. 

Mr. Woolsey. And back in the days when I was general counsel 
of Senate Armed Services, Mr. Chairman, which was the early sev- 
enties, which was pre-intelligence Committee days, there were only 
probably three or four staff members in the Senate who were 
cleared into the CIA and National Reconnaissance Office programs, 
and we did not use the GAO at all on those programs. 

Mr. Horn. Mr. Hinton, is there any record that GAO has contrib- 
uted to a lot of these oversight groups in terms of CIA? Has it been 
solely fiscal or 

Mr. Hinton. Well, back in the late fifties and early sixties, Mr. 
Chairman, we were looking at financial matters, and then we 
began to expand into some program areas; however, we were not 
able to get sufficient access to complete our mission, and as we had 
discussions with the CIA, and at that time it was the chairman of 
the House Armed Services Committee, we stopped doing work, and 
with the concurrence of the chairman of the House Armed Services 
Committee, who at that time had jurisdiction over the Intelligence 
area. 

Mr. Horn. When did CIA have an Inspector General as part of 
its 

Mr. Hinton. My recollection is that it was in 1989 when the stat- 
ute was passed, I believe, 1989. 

Mr. Woolsey. I think the CIA had an Inspector General before 
then but after 1989 it was subject to the statutory requirement of 
all these various independent reporting obligations to the Congress 
and the like. 

Mr. Horn. Did you find that was a useful office when you were 
Director? 

Mr. Woolsey. Sometimes. 

Mr. Horn. In terms of what they did, did they look at manage- 
ment processes or just fiscal matters? 

Mr. Woolsey. Both. I even had them review my own office’s op- 
eration. 

Mr. Horn. And you felt they did a good job or 

Mr. Woolsey. Sometimes. 

Mr. Horn. Sometimes. You’re being very cautious here. 

Mr. Woolsey. Yeah. I have a “on the one hand” this other and 
that view of my Inspector General during those years, Mr. Chair- 
man. 

Mr. Horn. And that’s the Truman thing about economists. 

Mr. Woolsey. Yes. 

Mr. Horn. On the other hand, on the other hand, so forth. 

Do you think that the current organization has other experts 
that can look at management? And of course that is what our inter- 
est is. We are not interested in methods and Intelligence people. 
We are interested simply in “is the place put together so it can 
achieve its mission?” In the case of computers that have been clas- 
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sified, we had that whole problem in the Y2K thing, and we finally 
got some of the information. 

Mr. Woolsey. First of all, the Inspector General’s Office does 
now do this sort of thing routinely, look at management practices 
for different parts of the Agency. And I think from what I’ve heard 
from Mr. Tenet, he’s quite pleased with the operation of his Inspec- 
tor General’s Office now. 

Second, the President has, I believe, asked Mr. Tenet and also 
the White House, I think, operating through the President’s For- 
eign intelligence Advisory Board which I believe will be headed by 
General Skowcroft, to do two management reviews of the Intel- 
ligence Community as a whole, including the CIA, and I think 
those are underway. 

And finally, the current No. 3 official at the CIA, who actually 
manages in a day-to-day sense the Agency, Buzzy Krongard, for- 
merly the chief executive officer of Alex Brown and a very experi- 
enced executive, is someone that I think Mr. Tenet looks to for 
management advice about the operation of the Agency. 

So my judgment from the outside, and I’m not in this in any de- 
tail, would be that currently they are, from both the outside and 
the inside, reasonably well equipped to look at management issues. 

Mr. Hamilton. Mr. Chairman, my view is that the question you 
raise on efficiency, it’s an area that the Intelligence Committees 
over a period of time have not paid very much attention to. The 
whole question of cost effectiveness, we spend billions and billions 
of dollars on Intelligence — we all know the figure roughly, I don’t 
know whether it’s public or classified so I won’t use it — but billions 
of dollars, and there’s very little attention given to cost effective- 
ness. 

The real key in Intelligence is are the right people getting the 
right information at the right time? That’s the key. It doesn’t mat- 
ter how much intelligence you’ve got. If the commander on the 
ground is threatened with a car bomb, if he doesn’t have the infor- 
mation he needs, your Intelligence is not worth a thing. And I 
think sometimes we get so captivated with the technology of the 
collection of intelligence that we take the position, the more the 
better. 

The real question is not necessarily the amount of data that 
you’ve got. You’ve got to analyze that data, and then you’ve got to 
get it to the right people at the right time for it to be effective. I 
don’t think the Intelligence Committees, and I don’t mean in any 
way to criticize the President’s Intelligence Committees because I 
don’t know that much, but over a period of years we simply have 
not spent enough time on efficiency and cost effectiveness, and to 
that point I very much concur with your view. 

Mr. Horn. Mr. Woolsey, any comments on that? 

Mr. Woolsey. Well, the Director of Central Intelligence really is 
charged with doing this on a day-to-day basis, and one major as- 
pect of what I call the needs process which — because I hate the 
word “requirements.” I think it has a lot of the wrong connotations 
for what one should request and appropriate funds for. Part of the 
needs process that I instituted had a lot to do with making and try- 
ing to institutionalize some of the kinds of judgments that Chair- 
man Hamilton suggested. 
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One of the types of things it tends to point out when you do an 
end-to-end look on a lot of intelligence product, from collection to 
its getting to the consumer, is that there are roadblocks of the sort 
he discussed. One very well-known one is translators. It doesn’t do 
a great deal of good to accumulate a huge amount of data and ma- 
terial in Arabic if you’re not willing to hire and train the number 
of Arabic speakers and readers necessary to make sure you’re going 
through it on a reasonable and timely basis, and some of those 
types of things do jump out at one if one does a review of the needs 
during the budget process systematically, and that’s the way I tried 
to do it. I don’t know how it’s been done since. 

Mr. Horn. To your knowledge, are CIA’s employees able to re- 
port allegations of mismanagement or crimes of authorities outside 
of the CIA, or is there a process inside the CIA where a Director 
can depend on either a certain group or whatever to see that these 
things are taken care of? 

Mr. Woolsey. Inside the CIA they have access, of course, to the 
Inspector General. They would have access if he’s running the 
place right, to the Director himself. And they certainly have access 
to the Oversight Committees of the House and Senate. I think that 
from the point of view of being able to report malfeasance or non- 
feasance or just to complain about one’s job, that system at least 
as of early 1995, from my point of view, worked reasonably well. 

Mr. Horn. Now, did you use GAO for help on any of this? 

Mr. Woolsey. No, Mr. Chairman, we did not. We operated with 
our own Inspector General. And with respect to the audit function, 
the Senate staff has a separate staff that does audit, and in the 
House it’s my understanding they have several members of the 
staff that do it, although they don’t call it a separate section of the 
committee. 

Mr. Horn. I see my co-chairman, Mr. Shays and others. I do 
want you to have some question time here. OK, go ahead, Ms. 
Schakowsky. 

Ms. Schakowsky. Thank you, Mr. Chairman. I want to state 
first that I’m a rookie when it comes to these intelligence ques- 
tions, and probably the questions that I will ask reflect those that 
perhaps ordinary citizens would be asking more than someone who 
has an expertise in this area of intelligence gathering and the rules 
of the game. 

I’m wondering, Mr. Chairman, if I could ask you a question first. 
I feel that our committee has been disrespected to some degree by 
the CIA in ignoring your request to appear and in ignoring your 
questions; and while I think we have certainly heard helpful testi- 
mony, I’m just wondering why you made a decision, or if you did, 
to not subpoena the CIA to come. Could you have and, if so, can 
we maybe in the future? 

Mr. Horn. Well, we leave that to Chairman Burton. He has that 
authority as chairman of the full committee. 

Ms. Schakowsky. I see. There’s a threshold question on this 
issue of secrecy. Who and how are decisions made about what will 
be classified and what will not, what is important for the public to 
understand and what is not? It seems to me that questions about 
computer security certainly are public policy questions, and I don’t 
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know — Mr. Woolsey or others may disagree, that seems to me an 
obviously appropriate thing. 

When we asked questions about the incident in Peru, not sources 
and methods but other kinds of questions, these seem appropriate 
for our committee and for the American people to hear. Chairman 
Burton said, “why is this information about whether or not the CIA 
hired private contractors classified?” Why shouldn’t everybody un- 
derstand what their taxpayer dollars are going for? 

So, how are those decisions made, and then in what way can we 
appropriately question that threshold decision? Anyone can answer. 

Mr. Hamilton. Those decisions are made on the basis of officials 
of government that the Congress has given the power to classify in- 
formation. You have given power to the Secretary of Defense or the 
Secretary of State to classify information. The Secretary of State 
and the Secretary of Defense do not sit there daily going through 
stacks of paper marking “Secret” on them. What do they do? They 
delegate that power. And they delegate it to literally hundreds and 
hundreds of people in this town, who have the authority derived 
from the secretaries to classify information. And we classify, in my 
judgment, way more information than we should, and it becomes 
almost impossible to declassify the information. 

But it is a power that is derivative, of course, from the President, 
but the secretaries have the power to classify information, and 
many of them have it, many of them delegate it to hundreds of peo- 
ple. There are scores and scores of people in a Department of De- 
fense and the Department of State who classify information. And 
the whole system operates so that the incentive for the person 
classifying, the safe incentive, is to classify it “Secret” because you 
won’t get into any trouble. The problem becomes if you don’t clas- 
sify something you should have, then you can get into trouble. 

So the incentives are to classify. As a result we have warehouses 
of secret information today, huge volumes of secrecy. 

Mr. Woolsey. Could I add a second to that? 

Ms. Schakowsky. Absolutely. 

Mr. Woolsey. The question of classification is a separate ques- 
tion from whether something is a CIA method or not. Presumably, 
if I am wrong, for example, and Mr. Eland is right, “method” 
should be read as narrowly as he and Colonel Smith say and it 
only refers to collection, and that therefore the way the CIA pro- 
tects its data is not a method and therefore this committee would 
have jurisdiction to hold hearings on it, I would certainly hope that 
this committee, if it held such hearings, it would hold executive 
session hearings, because even though this is a matter of important 
public policy, I trust we don’t want to let Saddam Hussein or Rus- 
sian hackers know how the CIA protects its data. 

So this committee I would assume on something of that sensitiv- 
ity would, if it dealt with those issues, would deal with them in a 
classified way. There are many very important matters of public 
policy that are classified — whether to buy one type of satellite or 
another — that the Government and indeed the Congress deal with 
routinely. 

But I just wanted to say that I think there’s a difference between 
whether something is classified or not, on the one hand, and I 
agree with former Congressman Hamilton that in a lot of cases 
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things are overclassified. But that’s a separate question from the 
one that is before us here about which committee has jurisdiction 
over understanding for the Congress how the CIA protects its data 
and its computers. 

Ms. Schakowsky. Yes, Mr. Eland. 

Mr. Eland. Yeah. I’d like to make a couple comments on this. 
I agree with the other two speakers that we have much too much 
classified information, and I think that has several ill effects. The 
first one is it undermines the whole system and then you get peo- 
ple saying, well, this is classified; but, you know, it’s not really 
classified, so I can leak it to the press or whatever. So if we only 
hold the things that we need to hold secret, then I think everybody 
recognizes that is — you know, I’m saying Secret, Classified, you 
know, whatever level. 

The other thing is I think a lot of times the executive branch 
uses classification to limit access to various programs. The Reagan 
administration put a lot of defense programs in the special access 
category which requires special compartments to limit the congres- 
sional inquiry that could be done on them. 

Also, I think throughout this whole hearing there’s been this as- 
sumption, and I think on the part of the CIA and maybe even some 
people in Congress, that the Congress is a bigger leak than the ex- 
ecutive branch, and I don’t think historically that is true. I think 
the biggest leaks have come out of the executive branch. Officials, 
for one political purpose or another, leak information. So I really 
don’t think that the implication is if more congressional committees 
get involved in this that we’re going to have secrets all over the 
place, as Mr. Woolsey was saying. It’s just not true. I mean the 

Ms. Schakowsky. That’s kind of a second question: What’s a se- 
cret and what isn’t a secret in general? And then once something 
is legitimately a secret, who gets access to that information, what 
you’re referring to now, and that there may be more in Congress 
who are entitled to that information. 

But you also brought up a question of the press. My short experi- 
ence — I’m in my second term of Congress — has been that I have 
learned more information from reading the New York Times or the 
Washington Post than I have in any classified briefings, and cer- 
tainly more information in regards to this Peruvian incident and 
the use of private contractors. 

Does anybody feel that there is a certain responsibility of the 
CIA or others to explain to Members of Congress information that 
has appeared in the press about activities which 

Mr. Hamilton. I think under the present regime the way it 
would operate is an incident occurs, you want to know more about 
that, you’re entitled to know more about it. The CIA has the infor- 
mation or maybe the DOD has the information. The way it would 
operate today is that they would give that information to the House 
Select Committee on Intelligence. That’s their responsibility. They 
are fulfilling their obligation under the law when they report to the 
Intelligence Committees fully and currently on any inquiry. 

Now, the question of how the Intelligence Committee shares that 
information with nonmembers of the Intelligence Committee is an 
internal question that you have to resolve. As a member, you have 
the right to go to the Intelligence Committee and say I want to 
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know what you know about that information. My recollection is — 
and this procedure may have been changed — is that the committee 
then votes on whether or not that information is made available to 
you. I don’t recall, frankly, very often it coming to a vote. I can re- 
call some instances of it. 

In other words, in most every instance, an arrangement is 
worked out so that the Member seeking the information can get it. 

Now, that’s only part of the problem. The other part of the prob- 
lem is once you get it, what can you do with it? You cannot go pub- 
lic with it if it is classified information, unless you do it on the floor 
of the House; and you can say anything you want to on the floor 
of the House and you’re protected. But there are very strong prac- 
tical constraints against you from doing that. 

So the question becomes how you get this flow of information 
from the Intelligence Committee to the other Members of the 
House, and it’s been very difficult to work out over a period of time. 
In the end, if a Member is insistent, he or she can get that infor- 
mation but cannot necessarily use it publicly. 

Mr. Horn. Mr. Tierney. 

Mr. Tierney. Thank you, Mr. Chairman. I thank the members 
of the panel for your testimony and enlightenment today. 

Mr. Hinton, reading your testimony and listening to you, I have 
to tell you I was going to say “annoyed,” but I will say “concerned,” 
for lack of a better word, because of the CIA’s actions. You raised 
two examples, both involving national intelligence estimates, and 
they are, I think to everybody’s understanding, the Intelligence 
Community’s best analysis of the likelihood of different kinds of 
threats; right? 

The first example, you said the CIA was cooperative when it 
came to discussing the national intelligence estimates involving 
chemical and biological threats. On the national — in the NIE for 
missile threats, however, you said that the CIA refused even to 
meet with you. Can you explain the difference in their attitude be- 
tween those two? 

Mr. Hinton. I think a lot of that has to do with the issue and 
what the questions were that we were asking and how they saw 
the oversight process play out. On the latter, we were seeking in- 
formation about process, and they saw that falling in within their 
determination that this was subject to the exclusive oversight of 
the select committees. Therefore, they did not share the informa- 
tion with us. 

Mr. Tierney. Did you only ask questions about process, or did 
you also 

Mr. Hinton. In that case, that was objectives that we were try- 
ing to look at on that job. 

Mr. Tierney. Now, we’re all aware that the President proposed 
huge new missile defense programs. Apparently the more we read, 
we find out he wants to talk about land, sea, air, and now even 
space systems. It can cost who knows how many hundreds of bil- 
lions of dollars by the time he gets through this adventure. I think 
we risk alienating our allies, we risk some instability issues inter- 
nationally, and this is a threat that many prominent critics claim 
does not exist at all or certainly is being greatly exaggerated. 
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If you can’t even get a meeting with the CIA to discuss this 
threat assessment on this issue, how is Congress going to be ex- 
pected to analyze the President’s proposal with respect to national 
issues of defense and to determine whether or not it properly ad- 
dresses that threat? 

Mr. Hinton. I think that’s going to have to be a shared respon- 
sibility among the Armed Services, the Appropriations, and the In- 
telligence Committees to pursue that. 

Mr. Tierney. It is your feeling that this committee, particularly 
the Subcommittee on National Security, Veterans Affairs and 
International Relations, the Government Reform Committee, 
doesn’t have any ability under its responsibilities to look at the 
economy and efficiency of weapon systems? 

Mr. Hinton. I think that this committee will probably have to 
work closely with these other committees in seeking that informa- 
tion. 

Mr. Tierney. You raised an issue in your testimony also about 
the CIA actually not only failing or refusing to meet with you, but 
actually actively encouraging other agencies not to cooperate with 
you; is that right? 

Mr. Hinton. Yes. 

Mr. Tierney. What other agencies were you trying to receive 
comment from that the CIA interfered with? 

Mr. Hinton. I think in that case, it was DIA and NSA that we 
were told that the CIA had asked them not to cooperate with us, 
and State. 

Mr. Tierney. I find that a little bit appalling, very much appall- 
ing. Given the history of the missile defense debate and the way 
its gone in this country and the huge waste of money up until this 
point in time, I don’t think that this is the way we ought to pro- 
ceed. 

Mr. Chairman, I would strongly urge that the committee inves- 
tigate this matter further; that we ask Mr. Hinton, if he can, to 
please provide us with the names of the CIA employees that re- 
fused to discuss the missile threat with his office. Could you do 
that, Mr. Hinton? 

Mr. Hinton. We have the information of who we asked it of. 

Mr. Horn. If I might just interject a minute, and I’ll go back be- 
cause, before Mr. Hamilton has to leave, I wanted to have my co- 
chair ask any questions he has. 

Mr. Tierney. I just want to wrap-up two questions and he can 
go all he wants on this. The second thing I want to ask is the 
names of the employees that tried to tell agencies not to cooperate 
with you. Do you have those, Mr. Hinton? 

Mr. Hinton. I don’t know that we do, but we’ll check, sir. I’ll give 
you what we have. Generally when we have requests, we go 
through their Office of Congressional Affairs to get things lined up, 
and they are generally the messenger coming back. I don’t know 
who they got their direction from, but I can give you whatever de- 
tails our documents have. 

Mr. Tierney. If we could also have notes or interview summaries 
from your office regarding both of those issues, I would appreciate 
that. And, Mr. Chairman, I would just ask that those materials be 
made a part of the record. 
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Mr. Horn. Without objection, it will be part of the record at this 
point. 

The gentleman from Connecticut and the co-chairman of this 
hearing. 

Mr. Shays. Thank you. It’s nice to have all of you here. 

Mr. Woolsey, I do want to say, with no disrespect, you com- 
mented on the statements of other people in your opening state- 
ment, but they didn’t have the — I don’t think had your opening 
statement to be able to comment on it. 

Mr. Woolsey. I did not — I was not asked to submit a written 
opening statement, Mr. Shays, and I talked from notes that I put 
together this morning. 

Mr. Shays. I’m just trying to make the point to you. It’s a small 
point. 

Mr. Woolsey. Well, Mr. Eland has twice mischaracterized what 
I said, and if we want to get into this, I’d be delighted to 

Mr. Shays. I’m just making a point that in your opening state- 
ment you commented on the opening statements of others, and 
they didn’t get the opportunity to comment on the opening state- 
ment of yours because they didn’t see it, and you’ve explained why. 

Mr. Woolsey. Well, but Mr. Eland did comment on my opening 
statement in his remarks, and he mischaracterized twice what I 
said. So I’ll be glad to get into this if it’s important. 

Mr. Shays. No. After you made the opening statement, he didn’t 
have your opening statement to look at. I’m just making a 
point 

Mr. Woolsey. That’s correct, because I didn’t write one out. I 
wasn’t asked to by 

Mr. Shays. I have a sense that you want the last word. I have 
just made a point and you’ve made a point. I’m just making a point 
that the other gentlemen introduced an opening statement and 
they did not have the ability to see an opening statement of yours, 
and you did have an opportunity to comment on the opening state- 
ment of theirs, and that’s the only point I made. 

I’d like to know, Mr. Woolsey, why I shouldn’t be outraged or at 
least unhappy that the CIA wouldn’t at least come here to explain 
why they believe on merit they shouldn’t have to respond to this 
committee on other issues? I mean we have you here, and I’m 
grateful you’re here, because otherwise their argument wouldn’t be 
made except in a tangential way. So under what basis — if you were 
Director, under what basis would you not at least allow someone 
to explain the logic of why they don’t think they should cooperate 
with these two committees? 

Mr. Woolsey. Well, I would think generally, Mr. Chairman, that 
it would be a good idea to show up and explain. I must say, how- 
ever, I wrote yesterday or 2 days ago to the chairman because I 
hadn’t seen a formal invitation. I’d only spoken with the staff on 
one occasion until 2 days ago; and then when I got it, the subject 
of the hearing, quote, The effect of the CIA’s unwillingness to Co- 
operate with most congressional inquiries on Congress’ ability to 
conduct oversight, is, if I may say so, from my perspective a some- 
what argumentative statement of the issue. And were I George 
Tenet, I think I might come back and say we do not refuse to co- 
operate with most congressional inquiries. We, as the CIA, submit 
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a lot of information to the Congress: briefings, daily; several brief- 
ings daily on our product, on the substance, on the output of the 
Intelligence Community. 

What is at issue here is oversight of what I believe is reasonably 
characterized as a CIA method. And Mr. Eland and others say no, 
it’s not a method, it’s an activity. But that’s 

Mr. Shays. If you weren’t here — I am just making the point that 
if you weren’t here, the position wouldn’t even be presented to 
Members of the Congress as to why they shouldn’t participate, and 
I just think 

Mr. Hamilton. Mr. Shays 

Mr. Shays. And I want to get right to you, Mr. Hamilton. I just 
think it is an affirmation of almost sticking their finger in our eye. 
I mean the least they could have done was to be here, and it seems 
dumb to me. 

Mr. Hamilton. 

Mr. Hamilton. I can appreciate your point, but you have to see 
the Director of Central Intelligence’s problem. His problem is that 
the chairman of the House Permanent Select Committee on Intel- 
ligence has told him not to come. The chairman of this subcommit- 
tee has told him to come. Now he’s got to make a choice. 

Mr. Shays. And the question I 

Mr. Hamilton. His responsibility under the law is to keep the 
House and Senate Intelligence Committees currently and fully in- 
formed. I’m not 

Mr. Shays. Let me just explain another part of that story, 
though. You’re not certain, nor am I, that he didn’t request that 
the chairman tell him not to come. You don’t know, nor do I. But 
we do know this: We do know the CIA tells other intelligence com- 
mittees not to cooperate, which leads to my next question. Why is 
it OK for other intelligence committees to cooperate but not the 
Agency? 

Mr. Hamilton. Well, I’m not here to defend the Central Intel- 
ligence Director. He can do that himself. But I think it’s important 
for you to see that he’s caught in a bind that the Congress has cre- 
ated. You’ve created this problem for him. 

Mr. Shays. No, that’s not true. 

Mr. Hamilton. That is true. 

Mr. Shays. No. No. In general terms we might have that argu- 
ment. Whether or not to explain why it’s important for him not to 
only cooperate with the Intelligence Committee, it could be some- 
thing that he could explain. And I make the point to you, because 
I know for a fact that the Agency has told other intelligence com- 
mittees not to cooperate. 

Mr. Woolsey. Other intelligence agencies of the executive 
branch? 

Mr. Shays. Of the executive branch, and told them not to come 
and testify before our committees, and they have. They’ve cooper- 
ated. And it gets to my point, and I want to know why the CIA 
shouldn’t cooperate and why others do cooperate. And I throw it 
open to you, to either of you. Tell me why. 

Mr. Hamilton. Well, I don’t want to try to speak for the Direc- 
tor. I can certainly understand your frustration, and it just exem- 
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plifies the problem that exists between the Congress and the Intel- 
ligence Community. 

Mr. Shays. Let’s get to my real question. My real question is 
simply to understand if we are talking about sources and methods, 
and we respect sources and methods with other intelligence agen- 
cies, there are 13 of them, and we don’t have cooperation with 1. 
We have cooperation with 12. Why do the others accept that we 
can recognize that sources and methods — it shouldn’t be the issue, 
but on other things they should cooperate. Why is the CIA sepa- 
rate? 

Mr. Hamilton. Well, your original question was why did the Di- 
rector choose not to appear. 

Mr. Shays. And 

Mr. Hamilton. I can’t answer for the Director, obviously, but I 
think I do see his problem. 

Mr. Shays. I understand that. You see his problem, but now I’m 
on to the next question. 

Why is it that of 13 intelligence agencies, 1 basically doesn’t co- 
operate, the other 12 recognize that we respect the sources and 
methods as an issue that shouldn’t be discussed, but there are 
other issues. 

And the reason why I am here today, I will tell you, if there is 
any person that the Intelligence Community should respect, it’s 
Mr. Horn and his efforts to deal with efficiencies. It’s one of the 
most boring darn subjects in the world, and he’s made more head- 
way than anyone else. And so I just want to understand that ques- 
tion. 

Mr. Hamilton, I know you have to leave, so I 

Mr. Hamilton. I do. I apologize. Mr. Chairman, may I just make 
a concluding comment, if I may? I think the questions have 
brought out the difficulties of this relationship. I’ve been a little 
uneasy here this morning because the approach taken to this ques- 
tion, in my judgment, has become too legalistic. This is not a ques- 
tion that can be resolved by the interpretation of section 11(b)(4), 
section 11(a)(1), or (3)(a). If you want to get yourself into a position 
of not solving the problem, that’s the way to do it in my view. 

This is a huge, hugely difficult matter. On the one hand, how do 
you have a strong Intelligence Community that, by definition, has 
to operate secretly and confidentially or they cannot do their job? 
On the other hand, in a representative democracy, how do you get 
accountability of that kind of an operation? That’s the overall prob- 
lem here. I think it’s hugely difficult. 

The questions that Mr. Shays and others have operating simply 
bring out some of these difficulties, and I don’t think there’s a sim- 
ple answer to that. My testimony was that the arrangement that 
we have today is far from perfect, but it works reasonably well. But 
it’s quite obvious from your questions, it doesn’t work, there are 
plenty of problems with it. 

Thank you for looking into this. Thank you for letting me come 
for a few minutes to be with you. 

Mr. Shays. Thank you, Mr. Hamilton. 

Mr. Hamilton. I appreciate what you’re doing. 

Mr. Shays. I would love to ask Mr. Hinton a question. Thank you 
very much. 
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Mr. Horn. I would just like to make a comment on the way I’ve 
been thinking. Why, with such a friendly group as this, the Direc- 
tor hasn’t taken his wooden chair here that says “Director of CIA” 
at the table. And I think maybe we need a better ergonomic chair 
to give the Director, and I’m weighing those two facts there. So, 
since I was one of the few that voted for ergonomics around 
this 

Mr. Shays. Mr. Hamilton, I have tremendous respect for you, 
and I appreciate you being here. I do want to ask Mr. Hinton the 
question. You work with other intelligence agencies, do you get co- 
operation from other intelligence agencies? 

Mr. Hinton. Yes, sir. And it’s varied over the years. We did sig- 
nificant work up through the 1980’s and the early 1990’s. In 1994, 
the door started closing on us, and it was a memo that the Director 
of the CIA signed in July 1994 which in effect shut us out of most 
all of the intelligence work, related work, that we had been doing 
through the years, and also for some of the key clients up on the 
Hill, and also that work that we were doing without discretionary 
resources. 

Now, this wasn’t directly looking at the CIA. I mentioned that in 
1962 we stopped the work that we were actively doing at the CIA, 
but we were working in the other aspects of the Intelligence Com- 
munity, looking at the national foreign intelligence program, tac- 
tical intelligence, some of the systems that were being procured. 
Our work in that area has essentially dried up. 

Mr. Shays. Let me ask you this. We found that the intelligence 
agencies have been cooperative with our committee, National Secu- 
rity, Veterans Affairs and International Relations. Are you saying 
that none of the agencies now are cooperating with GAO? 

Mr. Hinton. No, I’m not saying that, sir. Where I am on that, 
it depends on what we are asking to do. You know, if we go out 
and seek out information around intelligence product like threat 
assessments, we find that we enjoy very good access. 

Mr. Shays. Right. 

Mr. Hinton. However, when we get into looking at particular 
programs to do the typical evaluations that we do elsewhere in the 
government, we are being challenged considerably now, given the 
guidance that came about in 1994 under that directive. 

Mr. Shays. Mr. Eland or Colonel Smith, do you care to make any 
comments on these questions? 

Mr. Eland. Well, I used to work for GAO in the late 1980’s, and 
I was monitoring on the frontlines, intelligence agencies, and my 
knowledge is dated — excuse me — pre-1984, but I found that the 
CIA was the only agency that we didn’t actually get to go to. We 
had a site out at NSA. They gave us access. We looked at some 
even more sensitive intelligence-collecting entities of the U.S. Gov- 
ernment which gave us much more access than the CIA. 

The CIA has always been a problem, and I think we need to sep- 
arate this discussion from the Intelligence Community and the in- 
telligence information from the CIA. The CIA is the problem here, 
in my view. 

Mr. Shays. I thank you, Mr. Chairman. 

Mr. Horn. Let me just say again. Perhaps you weren’t here 
when I put this memorandum in the record. It’s a memorandum for 
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Director of Central Intelligence, dated July 7, 1994, via Deputy Di- 
rector of Central Intelligence, the Executive Director, the Executive 
Director for Intelligence Community Affairs, from Stanley M. 
Moskowitz, Director of Congressional Affairs. 

And here’s the blow. Subject: Director of Central Intelligence Af- 
firmation of Policy for Dealing With the General Accounting Office. 
And it’s a clear plan on, you know, you guys are just wasting your 
time and you’re wasting our time and so forth. I regard that as ar- 
rogant. And what you noted there, the word was “pipe down” and 
“sat on” and everything else. They just didn’t want to see what you 
were looking at. 

And all we care about, in fact, is computer security which is a 
major problem in the free world. I’ve talked to four Prime Ministers 
about it, and they know right now that they’ve got a problem in 
their economy where people are going and lousing up their comput- 
ers, which means people could be out of work and everything else. 
So 

Mr. Hinton. Mr. Chairman 

Mr. Horn [continuing]. I want to put this, again without objec- 
tion, in the record. 

Mr. Hinton. Mr. Chairman, one thing I’d add to that, without 
sustained congressional support for us to do work today and to in- 
clude that on behalf of the select committees, we are essentially not 
doing any of the work that we used to do. 

Mr. Horn. Do you want to comment, Ms. Schakowsky? 

Ms. Schakowsky. I just wanted to comment on the fact that I 
think the problem is not entirely unique to the CIA. Congressman 
Tierney led an effort to pry loose a report from the Pentagon re- 
garding the critical report by Phillip Coyle on the missile defense 
program, and it was promised in this very room that it would be 
turned over, and it wasn’t. And finally after a lot of work it finally 
happened. 

But let me just ask one question of Mr. Woolsey, if you would 
indulge me, Mr. Chairman. If you broadly define a method, and 
looking back on the laws that govern the release of this kind of in- 
formation, the dissemination of it, what would you define as appro- 
priate? Is there any reason why the CIA Director would come here 
and talk to us about anything? 

Mr. Woolsey. Absolutely, Congresswoman. Certainly a product. 
The two areas at issue here are product and activities. The product 
of the Intelligence Community is not a method. Sources and meth- 
ods are used in putting together an intelligence product such as a 
national intelligence estimate or any other estimate. And as long 
as sources and methods are effectively dealt with at the appro- 
priate level of classification, intelligence products are provided to 
the Congress all the time, several times a day, a lot of committees 
of the Congress. 

I testified before the Science Committee, I testified before Senate 
Governmental Affairs, I testified before International Relations, 
Senate Foreign Relations, sometimes in classified settings, some- 
times in unclassified. And I’m sure that intelligence briefings prod- 
ucts are provided to individual members of this committee and as 
far as I know, if the — Mr. Gershwin’s briefing, for example, on the 
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cyberthreat that he gave to the Joint Economic Committee — I can’t 
speak for him — I’m sure that would be available, too. 

So products are not at issue. What is at issue is activities; is es- 
sentially, if I read the rule right, and I think I am reading it cor- 
rectly with respect to the exclusive authority of the House Perma- 
nent Select Committee over methods, the question is when is an ac- 
tivity not a method? Are there some activities of the Intelligence 
Community that are not exclusively methods under the jurisdiction 
of the House Permanent Select Committee? 

To me, a method is something that has a certain regularity and 
procedure to it, and I think there’s room here for this committee 
and the House Permanent Select Committee to have a dialog and 
work out some areas in which some things might be able to be pro- 
vided here. I’m not saying that would not be the case. But certainly 
intelligence products, whether about ballistic missile threats or 
anything else, are available to all Members of the Congress, and 
briefings occur at committees in both bodies all the time from the 
CIA. 

Mr. Horn. I just have one last question, Mr. Woolsey. During 
your recent appearance on C-Span you stated the number of the 
employees of the CIA is classified. Why is this information so im- 
portant to keep secret? 

Mr. Woolsey. Well, the overall total for the Intelligence Commu- 
nity was declassified for a couple of years, back several years ago, 
and now it’s become classified again. The subordinate parts of that 
budget can relatively easily, not completely, but relatively easily, 
be calculated from manpower count. And so people generally have 
avoided declassifying not only the subordinate parts of the intel- 
ligence budget, but also the head counts of the agencies, because 
you can crosswalk relatively easily from one to the other. 

I might say this is not a very well kept secret, Mr. Chairman, 
and it’s not something that I think any government official ought 
to fall on his sword over. But the overall intelligence budget was 
declassified and the reason I was concerned about that when I was 
Director was I was afraid we would end up having smaller and 
smaller chunks of the overall intelligence budget made public and 
CIA head count would be one further step along that path. 

Mr. Horn. Well, let me thank you, all of you, for the testimony 
you’ve given, and we appreciate it. And I want to thank the staff 
on both the majority and the minority: J. Russell George, staff di- 
rector/chief counsel, behind me; and Henry Wray, senior counsel; 
and then Bonnie Heald is director of communications down there; 
and then the professional staff member for this particular hearing 
is Darin Chidsey, who is to my left; and Scott Fagan, assistant to 
the committee. 

And then we have a wealth of interns: Fred Ephraim; Davidson 
Hulfish; Fariha Khaliq; Christopher Armato; Samantha Archey. 
And from the National Security, Veterans Affairs and International 
Relations Subcommittee, Nicholas Palarino, senior policy analyst; 
and Jason Chung, clerk; and Lawrence Halloran, staff director. Mi- 
nority staff, David McMillan, professional staff; and Jean Gosa, 
clerk. 
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Our court reporters today are Melinda Walker and Lori 
Chetakian. And with that, we’re adjourned. Thank you. 

[Whereupon, at 11:59 a.m., the joint subcommittee was ad- 
journed.] 
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